cCOMODO

Creating Trust Online®

COMODO ONE
hMsP

Comodo Dome Shield

Software Version 2.4

Administrator Guide

Guide Version 2.4.032019

Comodo Security Solutions
1255 Broad Street
Clifton, NJ 07013



Creating Trust Online®

Comodo Dome Shield - Admin Guide comono

."/’-

Table of Contents

1 Introduction to COmodo DOme Shield...........coeceurirerinirerirere s s 3
1.1 PUICRASE @ LICENSE ...verercecrrrrecssssssesessssssssesss s sessssssse s ssssesesssssssessssssssessss s sessssssssesesssssnssesssnsnssesssssnsnensanes 4
1.2 Login to DOME Shild.........ccvciiniiiniisss s 20
1.3 Setup Options EXPlAINEU.......ccoceuirimreiennrirrcesrsese s s s sns s 21

1.3.1 Tutorial to Add Networks to Dome Shield.............cournrnn e ————— 22
1.3.2 Tutorial to Add Roaming Endpoints to Dome Shield.............coconvmnnnn, 24
1.3.3 Tutorial to Add Mobile DEVICES..........cocvmrerniiii s 25
1.3.4 Tutorial to Deploy Shield Virtual APPlIANCES ........ccovrererererrrercressrereessse s sssesesenens 26
1.3.5 Setup Wizard - Add NEtWOIKS .........coccririrecrercccsirec s ss s s 28
1.3.6 Setup Local Resolver Virtual Machines and Import Sites...........coovmnn, 31

2 The AAMIN CONSOIE........ccrerecerrrreresssssre s s s e s e s e e s s e s ne s n s e s s nan e e e nens 40

3 The DashDOAr..........couririiiii e e e 43
B IR L= 0 43
3.2 SECUIILY OVEIVIBW. ...vuiucsiussisssisssiss s R R R 64
3.3 VIBW LOGS..iiirierirerriereresesisese s e s e e e AR AR R e R e 72

4 Add Networks, Roaming Endpoints and Mobile Devices to Dome Shield.............ocooeerrrenrrrencscsnnererenenenes 75
4.1 Manually Add Networks to Dome Shield............cooiinnn s ————— 76
4.2 Add Roaming Endpoints to Dome Shield...........ccournmnminssssssssns 83
4.3 Add Mobile Devices t0 DOME Shi€ld........cccccrrrerermrrererennsnrresesssmssesesesssssssessssssesessssssssessssssssessssssssesesesssssseaes 94
4.4 Manage Imported Sites and Virtual ApplianCes..........ccourrevenrnmnensnmmnesssssss s sessssssens 114

4.4.1 Add Internal NetWOrks..........ouvnniss s 116
4.4.2 Add Internal DOMAINS.........cccrureemrrerenssssesisssssse s e s 120

5 Manage Shield RUIES...........ceirccsiircs e b a e b ep s s 123
5.1 Manage Security RUIES........ccumrnii s 124
5.2 Manage Category RUIES..........ccuirinnsssss s 127
5.3 Manage Domain Blacklist and Whitelist............cccounnsssssns 132
5.4 Manage BIOCK Pages..........cuuiumnmninmninmisssssssssssissssssssssssssss s s s 137

6 Apply Policies to Networks and Roaming/Mobile DeViCeS...........currenrimnenmsmmnessssnsnesessssssesessssssssesssssssssenes 154

7 Domain Classification REQUESES..........cccvrercsmrieresmssnsesssssss s s ssssessssssssessssssssesssssssssssssens 161

8 View Protection Details by CUStOMET ..o 167

LI =T o o -SSR 167

LS CCT Lo I LT 0 o] T TS 169

11 VIEW ACCOUNE DELAIIS.......cceurereccasiserecssserescssss e se s ss s se s 170

About Comodo Security SOIULIONS........cccrn s ————————————— 172

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 2



cCOMODO

Creating Trust Online®

e =

1 Introduction to Comodo Dome Shield

Comodo Dome Shield is an enterprise web filtering solution that provides comprehensive, DNS based security for
networks of all sizes. The solution scans all inbound and outbound web traffic to provide real time protection against
the latest threats. Dome Shield also features advanced reporting, custom B/W lists and a granular policy manager
which allows you to create location-specific filtering policies.
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Features

«  Default rules which provide blanket protection from malware, botnets and high risk sites for networked,
roaming and mobile devices

«  Website categories make it easy to create a custom filtering policy
+  Create your own domain blacklists and whitelists.

«  Fastimport of networks and roaming devices. Local resolvers can encrypt and forward DNS queries from
endpoints to Dome Shield DNS servers

«  Advanced reporting grants full visibility of events on your Dome Shield perimeter
+  Easy to setup. Just set your DNS servers to Dome Shield
Guide Structure

This guide is intended to take you through the configuration and use of Dome Shield and is broken down into the
following main sections:

+ Introduction

« Purchase a License
« Login to Dome Shield
»  Setup Options Explained
+  Tutorial to Add Networks to Dome Shield
+  Tutorial to Add Roaming Endpoints to Dome Shield
«  Tutorial to Add Mobile Devices
+ Tutorial to Deploy Shield Virtual Appliances
+  Setup Wizard - Add Networks
»  Setup Local Resolver Virtual Machines and Import Sites
+ The Admin Console

«  The Dashboard

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 3
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«  Web Overview
+  Security Overview
+ View Logs
«  Add Networks, Roaming Endpoints and Mobile Devices to Dome Shield

+  Add Networks to Dome Shield
+  Add Roaming Endpoints to Dome Shield
« Add Mobile Devices to Dome Shield
+  Manage Imported Sites and Virtual Appliances
+  Add Internal Networks
« Add Internal Domains
«  Manage Shield Rules

« Manage Security Rules
+ Manage Category Rules
«  Manage Domain Blacklist and Whitelist
- Manage Block Pages
«  Apply Policies to Networks and Roaming Devices

«  Domain Classification Requests
»  View Protection Details by Customer
+ Reports

«  View Account Details

1.1 Purchase a License

Two types of license are available for Dome Shield:

«  Gold - Free for enterprises and MSPs.

+  Platinum - Paid version with several additional features
Click here to compare packages.
The are two ways to enroll for Dome Shield:

+  Stand-alone customers - Sign-up for a free license at https://cdome.comodo.com/dns-internet-
security.php.

«  Comodo One / ITarian customers (enterprise and MSP licenses) - Dome Shield is automatically activated
in your account

Stand-alone Customers:
Sign up for a Gold license

+ Visit https:/lcdome.comodo.com/dns-internet-security.php.
«  Click 'Start Now'
«  You will be taken to the sign-up page:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 4
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Dome Shield

SIGNUP

1 2 3

ect Package Enter Account Information Done!

Welcome
You're about to start securing your network with Dome Shield!

Dome Shield provides Web Visibility, Control and Protection at the DNS-
layer.

* Block Advanced Threats, Phishing, Malware and C&C Callbacks
* Create Web Filtering rules using 80+ content categories

* Enforce Protection and Web Access Policies, on and off network
* Get Real-Time Visibility for all internet connected devices

This wizard will help you sign up to Dome Shield under 2 minutes!

Enterprise '3

Already have an account?

+  Click 'Enterprise'
«  This opens the package selection page:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 5



Select Package

Dome Shield Gold

Free

Free up to 300,000 DNS
Requests per Month

Available for Enterprises &
MSPs

Active Directory not supported

Does not include:

x

Internal IP/Subnet/IP Block
Based Polices

Internal IP Based Visibility
& Monitoring

Encrypt All DNS Traffic

Dome Shield DNS Resolver
Virtual Appliances

GET STARTED FOR FREE

Required

Are you d MSP?

2

Enter Account Information

Dome Shield

Platinum
for Enterprises

24 x 7 x 365 Platinum
Support

ncludes:

v Create Internal IP, Subnet,

IP Block and Site Based
Policies

v Internal IP Based Visibility

& Monitoring
v Encrypt All DNS Traffic

v Install Dome Shield DNS
Resolves Virtual

Applicnces to your Sites.

v Bypass Domains to
Internal DNS

servers(Needed for Active

Directory Sites)

v Control DNS Egress Points
of your Networks by Sites

and DNS Servers.

BUY NOW

1Month Trial Option

Click 'Get Started for Free' under 'Dome Shield Gold'
The next step is to provide your account details and accept the end user license agreement.

Dome Shield

Platinum
for MSPs

24 x 7 % 365 Platinum
Support

Includes

+ Granularly Control,
Monitor & Manage
Multiple Companies from
a Single Dashboard

+ Create Internal IP, Subnet,
IP Block and Site Based
Paolices

v Internal IP Based Visibility
& Monitoring

+ Encrypt All DNS Traffic

v Install Dome Shield DNS
Resolves Virtual
Appliances to your Sites.

v Bypass Domains to
Internal DNS
Servers(Needed for Active
Directory Sites)

v Control DNS Egress Points
of your Networks by Sites
cind DNS Servers.

BUY NOW

1 Month Trial Qption

COMODO
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Select Package Enter Account Information Done!

Please Enter Customer Details

Email Password Confirm Password

¥ 1 have read and agree to the End User license/Service Agreement

+  Email - Enter your contact mail address. The order confirmation email and license keys are sent to
this address. Your email address doubles up as your Dome Shield username.

«  Password and Confirm Password - Create a passphrase to login to Dome Shield.
- End user license agreement - Read and agree to the terms and conditions.
+  Click 'Finish'

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 7
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Select Package Enter Account Information Done!
CONGRATULATIONS! (3)
Your network is now secured by Dome Shield!
What else can you secure and control with Dome What else can you apply on these objects?
Shield?

* Web-Filtering rules based on 80+ categories
* Networks

* Blacklists and Whitelists to create exceptions
e * Web-Protection Policies with 20 categories

s MAC and Windows Roaming Laptops « Custom Block Pages

* {OS and Android Smortphoncs,u"TobIots

«  The license confirmation screen is shown for 5 seconds before the setup wizard starts:
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Add Your Network Confirm Rules for your Policy Change your DNS

Welcome admin@company.com
You're about to start securing your network with Dome Shield!

Dome Shield provides Web Visibility, Control and Protection at the DNS-
layer.

* Block Advanced Threats, Phishing, Malware and C&C Callbacks
* Create Web Filtering rules using 80+ content categories

* Enforce Protection and Web Access Policies, on and off network
* Got Real-Time Visibility for all internet connected devices

This wizard will help you setup Dome Shield under 2 minutes!

U Secure my network now!

Skip Wizard

+  Click 'Secure my network now!" to start the wizard. See Setup Wizard - Add Networks for help with this.
+  Click 'Skip Wizard' if you plan to enroll your network at a later time.

Purchase a Platinum package
There are two ways to get a platinum license:
- Signup for a new license

+  Upgrade a Gold license — Existing customers can upgrade their license in the Dome Shield interface. Open
Dome Shield > Click 'Account' > Click 'Buy'

The rest of this section explains how to buy a new Platinum license.
Purchase a new Platinum license
+ Visit https://cdome.comodo.com/dns-internet-security.php.
+  Click 'Start Now'
+  You will be taken to the sign-up page:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 9
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Dome Shield

SIGNUP

1 2 3

ect Package Enter Account Information Done!

Welcome
You're about to start securing your network with Dome Shield!

Dome Shield provides Web Visibility, Control and Protection at the DNS-
layer.

* Block Advanced Threats, Phishing, Malware and C&C Callbacks
* Create Web Filtering rules using 80+ content categories

* Enforce Protection and Web Access Policies, on and off network
* Get Real-Time Visibility for all internet connected devices

This wizard will help you sign up to Dome Shield under 2 minutes!

Enterprise '3

Already have an account?

+  Click 'Enterprise'
«  This opens the package selection page:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10



Select Package

Dome Shield Gold

Free

Free up to 300,000 DNS
Requests per Month

Available for Enterprises &
MSPs

Active Directory not supported

Does not include:

x

Click 'Buy Now' under 'Dome Shield Platinum for Enterprises'

Internal IP/Subnet/IP Block
Based Polices

Internal IP Based Visibility
& Monitoring

Encrypt All DNS Traffic

Dome Shield DNS Resolver
Virtual Appliances

GET STARTED FOR FREE

Free, No Credit Card
Required

Are you o MSP?

2

Enter Account Information

Dome Shield

Platinum
for Enterprises

24 x 7 x 365 Platinum
Support

ncludes:

v Create Internal IP, Subnet,

IP Block and Site Based
Policies

v Internal IP Based Visibility

& Monitering
v Encrypt All DNS Traffic

v Install Dome Shield DNS
Resolves Virtual

Appliances to your Sites.

v Bypass Domains to
Internal DNS

servers(Needed for Active

Directory Sites)

v Control DNS Egross Points
of your Networks by Sites

and DNS Servers.

BUY NOW

Dome Shield

Platinum
for MSPs

24 x 7 x 365 Platinum
Support

Includes

+ Granularly Control,
Monitor & Manage
Multiple Companies from
a Single Dashboard

+ Create Internal IP, Subnet,
IP Block and Site Based
Palices

v Internal IP Based Visibility
& Monitoring

v Encrypt All DNS Traffic

v Install Dome Shield DNS
Resolves Virtual
Appliances to your Sites.

v Bypass Domains to
Internal DNS
Servers(Needed for Active
Directory Sites)

v Control DNS Egress Points
of your Networks by Sites
and DNS Servers.

BUY NOW

1 Month Trial Option

The next step is to provide your account details and accept the end user license agreement.

COMODO
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Select Package Enter Account Information Done!
Please Enter Customer Details

Email Password Confirm Password

' Thave read and agree to the End User licensefService Agreement

L 2=V < Choose License

+  Email - Enter your contact mail address. You will receive the order confirmation email and license
keys on this email address. Your email address doubles up as your Dome Shield username.

«  Password and Confirm Password - Enter a passphrase for logging-in to your Dome Shield
account. This also serves as password for your Comodo account

- End user license agreement - Read and agree to the terms and conditions.
«  Click 'Choose License'

The next step is to configure your package and provide your payment information:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 12
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Dome Shield Platinum

saloot Lisonso Porod

= 1month 3 months & months
1yaar 2years 3years
Licensa Typa # of Users
Dome Shisld Flotnuml, - 99 Lser :: L 1

Tetl]s : F Ty v iy - rusnrk Rt v will mot B

Total Price ($ 2.45 per User)
5245

Credit Card Details

Crodit Card No.
Cardholder Mame

cvV Expiration Data

L] L4 202 L

« Select License Period - Pick a license term.
+ License Type:

+  Pick a license with a range that covers the number of users you want to protect
«  The range determines your price-per-user
«  Number of users — Specify exactly how many users you want to protect.

- Enter your payment card information and click 'Finish'.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13
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Select Package Enter Account Information Done!
CONGRATULATIONS! (0)
Your network is now secured by Dome Shield!
What else can you secure and control with Dome What else can you apply on these objects?
Shield?

+ Web-Filtering rules based on 80+ categories

+ Networks « Blacklists and Whitelists to create exceptions

+ Internal IPs/Subnets and IP Blocks + Web-Protection Policies with 20 categories

+ MAC and Windows Roaming Laptops

+ Custom Block Pages
« i0S and Android Smdrtphoncsﬁdblots

«  You will receive order confirmation and license emails.
You can now login to Dome Shield at https://shield.dome.comodo.com/login.
Comodo One and ITarian Customers

«  Comodo One customers - https://one.comodo.com/
« |Tarian customers - https://www.itarian.com/
A Dome Shield Gold license is automatically activated in your account when you sign-up for a C1/ I Tarian account.

To upgrade to a Platinum license
+  Login to your C1 or ITarian account
+  Click 'Management' > 'Applications'
+  Select 'Dome Shield' then click the 'Subscriptions' tab

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 14
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Applications

—
COMODO DOME

shield

Endpoint Manager

Dome Shield

Subscriptions Usage Billing Settings

p—
Subscription List { JEEtLERAL e il '

10 Dome Shield GOLD MSP FREE Details
f4cBdeBdcl 5 TRIAL
Start Date: 07/30/2018 Unlimited ITarian License

A

+  Click 'Add New Subscription'.

==}
Comodo One > Store > Shopping

Shopping

Buy New Subscription Dome Shield

Login *

esehgrawiyoprmail.com

Passwaord *

LLIETTEE LY

Login

«  The account username will be pre-populated.
+  Enter your C1/ ITarian password and click 'Login'

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15
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Buy New Subscription Dome Shield

Subscriptions assigned to this Comodo One Account

Z, Comodo ONE Account you do nat have any avallable license to activate. Flease continue purchasing by cicking "BUY NEW button.

3. Configure Subscriplion
2 Iz 2ca%eidl-174e-45d7-h248. 1 edfddasabE T

4, Customer Information IN-USE Dome Shield GOLD

Start Date: D&A14/2017

5. Payment Options:

6. Order Summary

+  Activate Selected - Platinum licenses bought via your Comodo Accounts Manager (CAM) account can be
activated for use in Comodo One / ITarian.

«  Buy New - Purchase a new Platinum license.

+  Select the number of users you require and the term of the license:
Buy New Subscription Dome Shield

Configure Subscription

IME Account R = 3
Amount of Users 1000 # | Users
3. Configure Subscription
4, Customer information 1 1 40 S 1000 2500 3000 TG 25000 T 00000

3 Pamam ¢ $2038  $2578  $21.02  S1630  $1488  S1440  S$1882  $13.18  $1260
ar SUMMmary DEr User Der user per user per user Per user per user per user per user Per user

Select Period

T month 3 manths | & months 2 years 3 years

$14.98 per 1000 users for 1 year = $14.980.00

$14,980.00

Back Next

«  Click 'Next' and complete the customer information form.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 16



cCOMODO

Creating Trust Online®

Buy New Subscription Dome Shield

Customer Information
1. Login

2, Comodo DME Account Company Mams
A S Great MSP
4, Customer Information
Company Website Phone Nurmber *
5. Payment Opd
12245678
6. Qrder SUmMmary
Street Address * Street Address 2
Street 1 Strest 2
City * Country *
Chenmna ndia -
State or Province Postal Code *
- BOOD42

Bllling Infarmation
o The same as Contact Information

Terms and Conditions
o | have read and agree the End User LicensefService Agreem

Agree to the terms and conditions and click 'Next'
«  Complete your payment details

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17
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Order Confirmation
1. Login

2. Co

PRODUCT LICENSE PERIOD FULL PRICE
Dome Shield Platinumd1000-2499 Usars) 1 ¥ear $14,980.00
TOTAL $14,980,00
ummary
Payment Options
Credit Card Mumbser Vi e
- (: L -
Card Halder Marme Expiration [awe -
v w o

wihen paying by credit card, the billing information should be exactly as it appears on your
credit card statement. For credit card verification, please ensure that your first and last name
are entered as they appear on your card.

+  Click 'Next' to place your order. Your license will be added to your account.

« The next step is to activate the new license
+  Click 'Management' > 'Applications'
«  Select 'Dome Shield' then click the 'Subscriptions' tab
+  Click 'Add New Subscription'
+  Enter your C1/ ITarian password and click 'Login'
«  The Dome Shield licenses added to your account are shown as a list
+  Select the new license and click 'Activate Selected'

Compare Dome Shield Packages

Dome Shield — Package Details

Feature Gold Platinum Platinum
-Free - For Enterprises For MSPs
Enterprises & MSPs
Control, monitor & manage multiple x x v
companies
Create internal IP, subnet, IP block and x v v

site based policies

Monitoring of internal IPs x v v

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 18
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Dome Shield — Package Details

Feature Gold Platinum Platinum
-Free - For Enterprises For MSPs
Enterprises & MSPs
Encrypt all DNS traffic x v v
Resolve virtual appliances to your sites. x v v
Bypass domains to internal DNS servers x v v

(needed for Active Directory sites)

Control DNS egress points of your x v v
networks by site and DNS server.

All packages include the following:

+  Anycast DNS
- Protection against advanced threats
+  Stop malicious domain requests and IP responses
+  Off-network protection
+  Enforce policies & gain visibility
«  Customizable block pages
+  Real-time, full customizable reporting
«  Protect mobile devices (i0S and Android)
+  Domain filtering
+  Use real-time updated Threat Intelligence of Comodo Threat Research Labs
+  Multi-office & roaming user protection
o 24 x 7 email support
DNS Requests Limitation for Licenses
+  Platinum License

+  Unlimited DNS requests
+  Gold license

«  DNS requests are capped at 300 K per month for the account. Account = requests from all your
endpoints/networks.

+  DNS requests are mainly used up by first-time requests to external sites. Subsequent requests for
the same site are handled by the local cache until TTL expires.

+  Requests to the Dome Shield Portal are not included in the 300 K limit.
+  Once 300 K limit is reached:

Al existing policies will continue to function as before.
«You can edit existing rules and policies
« You cannot add new rules, policies or objects. Objects = networks, roaming agents and mobile
agents.
«  The request count is reset to zero at the beginning of each month. At this point you can add new
objects, policies and rules.

Click here for more information about Shield license package details.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 19
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1.2 Login to Dome Shield

Stand-alone Dome Shield portal

«  This applies to enterprise customers who bought a license from the Dome website at
https:/lcdome.comodo.com/.

+  Login at https://shield.dome.comodo.com/login and select 'Dome Shield'

Sign in to Dome Shield.

Please fill in the credentials to sign in.

Login with:

cCoMODD

Dome JTItI ONC

Username

Write your usarnamo haro

Password

Write your password here

Fargot password? =

bl AL Ak

+  Username and password are case sensitive. Make sure you use the correct case.

+  Click 'Forgot password?" if you can't remember your password. Select 'Dome Shield User' account
type:

Forgot password? =

Dome Shield User

Comodo One User

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 20
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Comodo One / ITarian Portal

+  Login to your C1 or ITarian account:

«  Comodo One customers - https://one.comodo.com/appl/login
+ |Tarian customers - https://lwww.itarian.com/app/msp/login
+  Username and password are case sensitive. Please make sure that you use the correct case.
+  Click 'Forgot password?" if you can't remember your password.
+  Click 'Applications' > 'Dome Shield' to open the Shield interface.

“ATARI f\l\l 251 APPLICATIONS ¥ {3 MANAGEMENT ~ E§ REPORTS

g e B = = Endpoint Manager

RMM

Customer: All Patch Management
Device Management :
Help Actions H w
Procedures
Endpoint Protection

Service Dask

CVVdLETT

CWatch EDR
Quote Manager

All Applications

1.3 Setup Options Explained

There are three alternative ways you can setup Dome Shield protection:

1. Setup wizard

+  Click 'Setup Wizard' at the top-right of the interface to get started
+  Follow the steps to add your networks
+  Click here for help with the wizard

2. Manual

+  Click 'How-to" at the top-right of the interface

«  There are four tutorials - add networks, add roaming endpoints, add mobile devices and how
to deploy local resolver virtual appliances.

+  Follow the steps in the tutorials to setup Dome Shield

3. Install local resolvers

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 21
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+  You install a local resolver (LR) as a virtual appliance on the network

+  Once deployed, your networks will be automatically imported to Dome Shield

«  The resolver will forward public DNS queries from your endpoints to Dome DNS servers
«  The resolver method offers some key advantages over the 'direct' methods

+  Click here for help to setup the local resolvers

1.3.1 Tutorial to Add Networks to Dome Shield
+  Login to Dome Shield

+  Click 'How-to" at the top-right to open the tutorial menu:

COMODO — =
H Overview Reporting Configure Account # Setup Wizofd Z=How-to «)Testimonials
Dome Shield porting Config a

SETUP GUIDE

)

L —
Set up your network to Dome Shield Set up your roaming endpoints to Dome Shield
Tip: Suggested for routers/networks with static IP Tip: Suggested for covering endpoints behind routers with
addresses dynamic IP addresses or roaming corporate laptops.

+  Click the network icon on the left to open the network setup guide:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 22
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CHANGE YOUR DNS SETTINGS

1. Add Network 2 Set DNS 3. Create Policy 4. Analyze

Step 1) Select Which Network to Protect
Before starting to use Dome Shield for securing your network, you must select

which network(s) you want to protect. Dome Shield applies global security rules
for your entire network with ease, using Comodo’s SecureDNS infrastructure.

You can find out your ip by typing "What's My IP” into search engines or just
copy from below. Please check whether this IP is correct

Step 2) Add Your Network to Trusted List
To add your network go to: Configure » Objects » Networks

Click Add New Network, give your Network a name and paste the IP address
above. You can add as many networks as you want and create granular

policies.

€ Provious

There are four main steps in the tutorial:
«  Add Network - Import your network to Dome Shield.

+  Set DNS - Configure your Domain Name System (DNS) server, router or firewall to use the Dome Shield
DNS service.

Create Policy — Add content filtering rules and domain black/whitelists for your network.
«  Analyze - View traffic trends on your network.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 23



Creating Trust Online®

Comodo Dome Shield - Admin Guide ' coMoDo

T /

1.3.2 Tutorial to Add Roaming Endpoints to Dome Shield
+  Login to Dome Shield
+  Click 'How-to' at the top-right to open the tutorial menu:
+  Click the laptop icon to open the guide:

COMODO — -
H Overview Reporting Configure Account # Setup Wizdrd = How-to «Jestimonials
Dome Shield porting  Config P Wi

SETUP GUIDE

Aﬁ
-
\ 4 ——

Set up your roaming endpoints to Dome Shield

Set up your network to Dome Shield

Tip: Suggested for routers/networks with static IP
addresses

Tip: Suggested for covering endpoints behind routers with
dynamic IP addresses or roaming corporate laptops,

e e
+  Click the device icon to open the roaming endpoints setup guide:
CONFIGURE AGENT
1. Agent 2 Agent 3.Create Policy 4. Analyze
Provisioning in Provisioning out of
Metwork Network

If the computer you want to cover is in a network you control, please at first, go
to Configure -» Objects -> Networks and add the IP address of that location
(e.g static IP of your router). Then follow the steps below:

Step 1) First, go to Configure -> Objects -> Roaming Devices page
and click "Download Agent” button located at the top-right of the
page.

e ) )
Dome Shed Tt i
=

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 24



Comodo Dome Shield - Admin Guide coMoDO

Creating Trust Online®

There are four main steps covered in the tutorial:
«  Agent Provisioning in Network - Enroll devices inside your network
«  Agent Provisioning out of Network - Enroll devices outside your network
«  Create Policy - Add content filtering rules and domain black/whitelists for enrolled devices.
«  Analyze - View traffic trends on enrolled devices.

1.3.3 Tutorial to Add Mobile Devices

+  Login to Dome Shield
+  Click 'How-to" at top-right to open the tutorial menu:

COMODO — -
H Overview Reporting Configure Account / Setup Wizard =2 How-to Testimonials
Dome Shield porting Config P Wharc

-— T

\ 4 L —
Set up your network to Dome Shield Set up your roaming endpoints to Dome Shield
Tip: Suggested for routers/networks with static IP Tip: Suggested for covering endpoints behind routers with
addresses dynamic IP addresses or roaming corporate laptops.

Deploy Shield Virtual Appliances

Protect Your Mobile Devices
Tip: Create internal IP/subnet based policies and visibility.

Tip: Protect your iOS and Android devices via VPN

+  Click the mobile device icon to open the setup guide:
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PROTECT YOUR MOBILE DEVICES

Step 1) Go to Configure page and select "Mobile Devices"...

W ow w W

Step 2) Click "Add New Mobile Device button located at the top-
right.

The tutorial explains how to add mobile devices to Shield.

- See 'Add Mobile Devices to Dome Shield' for more information.

1.3.4 Tutorial to Deploy Shield Virtual Appliances

+  Login to Dome Shield
+  Click 'How-to' at the top-right to open the tutorial menu:
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# Setup Wizad Testimonials

w

Set up your network to Dome Shield

Tip: Suggested for routers/networks with static IP

addresses

L —
Set up your roaming endpoints to Dome Shield

Tip: Suggested for covering endpoints behind routers with
dynamic IP addresses or roaming corporate laptops.

«  Click the appliances icon to open the 'Shield Virtual Appliances' setup guide:

HOW TO DEPLOY SHIELD VIRTUAL APPLIANCES

A.Introduction
® What Are Shield Local Resolver
Virtual Appliances & How Do
They Work?
* Why Should | Use Comodo
Dome Shield Local Resolvers?
B. Prequisites
* Prequisites
C. Deployment Guidelines
* Intro
* Redundancy
* Multiple DNS Egress - Single DNS
Egress
D. Deploy Shield Local
Resolvers

What Are Shield Local Resolver Virtual Appliances & How Do They Work?

Comodo Dome Shield Local Resolver Virtual Appliances (Shield LRs) are virtual machines
that are compatible with VirtualBox, VMware ESXi and Windows Hyper-V hypervisors. Acting
as conditional DNS forwarders, Comodo Dome Shield Local Resolver Virtual Appliances
forward public DNS queries to Dome Shield's global DNS servers, while encrypting and
authentication DNS data to enhance security, and recording the internal IP address of the
client that DNS request is received from.

When launched as DNS forwarders on your network and registered to Shield Portal, Shield
VAs are displayed as objects in Shield Portal to be used in rules and policies for your
network. Lastly, since Shield VAs are able to record the internal IP info of DNS requests in your
network, they provide you with the option to track down logs for each internal IP in your
network.

)

The instructions explain how Shield local resolvers work and how to setup virtual appliances.

+  See 'Setup Local Resolver Virtual Machines and Import Sites' if you need more help.
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1.3.5 Setup Wizard - Add Networks

«  The setup wizard lets you quickly enroll your networks to Dome Shield protection.
+ Ifyou have not yet added any networks then the wizard will start automatically after logging in.
+  You can also start the wizard at any time by clicking the 'Setup Wizard' link at top-right:

Ll

Reporting Configure Account J"-Sc%ﬂ-‘-}izurd ow-to & Testimonials

3 » »  1to B of 14 available for paging ACME Ammunitions  ~| | 12Hours |~

jet Domains ing Agent Web Browsing Tr Top Blocked Domains

SETUP WIZARD

Welcome admin@company.com
You're about to start securing your network with Dome Shield!

Dome Shield provides Web Visibility, Control and Protection at the DNS-
layer.

s Block Advanced Threats, Phishing, Malware and C&C Callbacks
» Create Web Filtering rules using B0+ content categorios

s Enforce Protection and Web Access Policies, on and off network
¢ Got Real-Time Visibility for all internet connected devices

This wizard will help you setup Dome Shield under 2 minutes!

U Secure my network now!

Skip Wirard
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+  Click 'Secure my network now!"
Step 1 - Add your IP Address

SETUP WIZARD

@ : :

Add Your Natwork

Please enter IP Address of your Network

IPva Address | FQDN Select Company
19212324 vtigar
Yiou can continue with your Public IP or add anather IP | you prefer so.

Sk Wimoend

- |P Address / FQDN

« By default, this field shows the public IP of the network from which you are connecting to
Dome Shield. This network is automatically activated after initial enroliment.

+  You can also add the IP address of a different network that you want to protect.. Enter the
network IP address or fully qualified domain name (FQDN) in CIDR (Classless Inter-Domain
Routing) notation.

+  Dome Shield can accept network prefixes from /24 to /32.

« Note 1-Any IP address you add here will be automatically activated for protection. Make sure you
have access to change the network's DNS settings to Dome Shield, as explained in step 3.

+  Note 2 - Shield also supports dynamic IP addresses. You need to download the 'Windows
Dynamic IP Updater' agent and install it on a network endpoint. See 'Manually Add Networks to
Dome Shield' for more information.

+  Select Company - MSPs only. Select the customer organization for which you want to enroll the
network.

«  Click 'Next' to configure rules for the default policy.
Step 2 - Configure Rules for your Policy

«  Configure security and website category rules for the default policy. These will be immediately applied to the
network on enroliment.
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Following Threats will be blocked*: Following Website Cotegories will ba blocked*:
(:] PhilsFiing () Brumia Faraar Soomnnie (:] Tastakss & Cifansiva (:] Achdt Contant
(}I Bt [ Gk C Sarvers (:I Dt by Dosamil ol (:I Ihagal Sofware (}I Py
(:) Mkt Domaing (:j SEWaTeS {) gyl Drigs ﬂ BTN oy
(} Websparny (:,I Cryptominens | Divcain Rekated] () Alzabkal & Toboesta () Doty

Shelp W

i Wdizord

+ All rules are enabled by default. You can enable / disable rules here as required.

« Ifyou are unsure, then a good rule of thumb is to just leave everything enabled. This will give you
maximum protection, and you can easily modify the settings later if any issues transpire.

+  You can modify the policy later by clicking 'Policy Settings' in the left-hand menu. See 'Manage
Security Rules' and 'Manage Category Rules' if you need help with these areas.

+  Click 'Confirm' to apply your policy.
Step 3 - Change your DNS Settings
«  Change your DNS addresses to following Dome Shield addresses:

+  Preferred DNS server - 8.26.56.10
+  Alternate DNS server - 8.20.247.10
+  Click 'Yes, My DNS is set to Shield" after configuring the DNS settings.
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SETUP WIZARD

CONGRATULATIONS!

Your network is now secured by Dome Shield!

‘Whaot slse con you secure and control with Domae Shiald? What alse can you apply on these objacts?
* MNoetworks * Waoky Filtesring rulos Besod on B0+ catadgorios

= internal IPs/Subnats and IP Blocks = Blocklists ond Whitelists to creote axceptions
* MAC and Windows Roaming Loptops + Wabr-Protoction Polickes with 20 cotegoras

= {35 ond Android SmartphonesTablats = Custom Block Poges

@loomMore @ Ooto Configure Poge

That's it. You have now added a network to Dome Shield.
- Click 'Configure' > 'Objects' > 'Networks' in the Dome interface to see all networks that you have added.
+  The specified static IP address for your network will automatically become active.

+ Note - To support dynamic IP addresses, you need to download the 'Windows Dynamic IP Updater' agent
and install it on a network endpoint. See 'Manually Add Networks to Dome Shield' for more information.
Next, see:

Policies - See 'Manage Shield Rules' and 'Apply Policies to Networks Roaming and Mobile Devices'

« Adding networks, roaming and mobile devices - See ' Add Networks, Roaming Endpoints and
Mobile Devices to Dome Shield'

- Dashboard - See 'The Dashboard'

1.3.6 Setup Local Resolver Virtual Machines and Import Sites

«  Thelocal resolver VM is an alternative method of importing networks to Dome Shield. The feature is
available only with Platinum licenses.

The resolver is deployed as a virtual machine on your network and will forward public DNS queries to Dome
Shield DNS servers.

+  The network will be automatically imported to Dome Shield after you deploy the resolver.

«  The resolver method offers some key benefits over the 'direct’ method of the wizards:
Benefits:

«  DNS data is encrypted in transit, enhancing your network security.

+  The resolver records the IP address of the client from which the DNS request originated. These addresses

are included in Dome Shield logs and reports, which gives you insight into the browsing patterns of your
endpoints.

+  You can apply different policies to internal IP addresses and sub-nets, giving you granular control over the
network

+  See Add Internal Networks for more on defining internal address blocks for different policies
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+  You do not need to install agents on endpoints. The endpoint DNS settings just need to be pointed to the
resolver's local IP address.

+  Local resolver virtual machines require minimal configuration (only one CPU and 1GB of RAM) to process
millions of DNS queries.

Best Practices:

+  For high-availability, we recommend you deploy two local resolvers (LR's) for each network you import. The
resolvers can be configured in a master-slave relationship. If the master fails, the slave will continue to
forward queries to Dome Shield DNS.

«  Master and slave resolvers should be implemented on separate servers/hosts.

«  If you have multiple DNS egress points from separate sites, you will need to deploy separate pairs for each
site of the same office/environment.

Minimum System Requirements:
The local resolver VA can be setup using virtual machine applications like VMWare, VirtualBox or Hyper-V manager.
The virtual appliance should be configured with the following minimum hardware configuration:

+  One virtual CPU

« 1024 MB of RAM

« 7 GB ofdisk space

Important Note: If you believe you will have a high-traffic site, we recommend you to use 2 virtual CPUs and 2048
MB of RAM for each VA. A high-traffic site is one that receives more than 500 DNS queries per second from the
overall network.

The rest of this section explains the step-by-step installation process of the LR VA's
Setup the Local Resolver(s)

+  Step 1-Download the Setup File

«  Step 2 - Setup the Master Virtual appliance

- Step 3 - Register the Master VA

»  Step 4 - Setup the Slave VA (Optional)

«  Step 5 - Configure DNS Settings in the endpoints to point to the Local Resolvers
Step 1 - Download the Setup File

+  Login to Dome Shield

«  Click 'Configure’ > 'Objects' > 'Sites & Virtual Appliances'

+  Click 'Download Component' at the top-right
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Dnme Shleld Ovarview Reportig Configure Agcount # Setup Wizard B How-to o} Testimonials

| Fuarnun
I= Sites & Virtual Appliances @ How to Deploy Vas B Register Componenf & D-.;-.-.-r-lr:na‘{ujc;vmpnncm
o Varsion Actions
Sites & Virtuol Applionees
4
DOWNLOAD COMPONENTS b 4
Download Virtual Appliance for VmWare Setup with VMware/VirtualBox
EsxifVirtualBox
Download Virtual Appliance for Hyper-V Setup with Hyper-V
Meote: We recommend you to deploy 2 VAs for each Site to ensure high-availability for your LRs.
Chack How To Daploy to start!

The resolver VA can be setup on virtual machine applications like VMWare, VirtualBox and Hyper - V.

+  Click the 'Download' button beside the VM application you want to use
+  The setup package will be downloaded in .zip format

+  The package contains an OVA or HYPER-V file depending on the VM application you chose. The package
also contains a text file with login credentials to access the appliance.

Step 2 - Setup the Master Virtual appliance
+  Copy the package to the hosts on which you want to setup the appliance.
«  Extract the package.
« Install the virtual appliance.
The Dome interface contains tutorials to help you install the VA on VMWare, VirtualBox and Hyper-V.
«  Click Configure > Objects > Sites & Virtual Appliances
+  Click 'How to Deploy VAs'
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COMODO — —~ - )
H Overview Reporting  Configure Account # Setup Wizard EEHow-to & Testimonials
Dome Shield 8 g i
£E sites & Virtual Appliances ® How to Deploy VAs ) [Bl Register Component & Download Component

# Name Type P Status Version Actions

No Data Available

Sites & Virtual Appliances

The instructions page explains how to install the VA on VMWare, VirtualBox and Hyper-V:

HOW TO DEPLOY SHIELD VIRTUAL APPLIANCES

A.Introduction What Are Shield Local Resolver Virtual Appliances & How Do They Work?
® What Are Shield Local Resolver
Virtual Appliances & How Do Comodo Dome Shield Local Resolver Virtual Appliances (shield LRs) are virtual machines
They Work? that are compatible with VirtualBox, VMware ESXi and Windows Hyper-V hypervisors. Acting
* Why Should Use Comodo as conditional DNS forwarders, Comodo Dome Shield Local Resolver Virtual Appliances
Dome Shield Local Resolvers? forward public DNS queries to Dome Shield's global DNS servers, while encrypting and
authentication DNS data to enhance security, and recording the internal IP address of the
B. Prequisites client that DNS request is received from.

* Prequisites
When launched as DNS forwarders on your network and registered to Shield Portail, Shield

VAs are displayed as objects in Shield Portal to be used in rules and policies for your
network. Lastly, since Shield VAs are able to record the internal IP info of DNS requests in your

network, they provide you with the option to track down logs for each internal IP in your
* Redundancy network.

C. Deployment Guidelines

* Intro

Multiple DNS Egress - Single DNS

Egress @
D. Deploy Shield Local : i
= s ) (]
- Clients

Resolvers

Configure the Local Resolver

«  Start up the VA once installation is complete.
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buntu 16.04.4 LTS localresoluer tiyl

localresoluver login:

E G Iﬁ @ EI i fy} @ @ Right Contral

«  Login to the appliance with the username and password in credentials.txt. This file is in the VA package you
downloaded.

buntu 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_lr

assword :

ast login: Hon May 28 10:19:21 +03 2018 on iyl

elcome to Ubuntu 16.04.4 LTS (GHU-Liwux 4.4.0-119-generic x86_64)

#* Docunentation: https:i--help.ubuntu.com
=» Management : https -~ landscape .canonical .com
= Support: https i ubuntu . comsaduantage
chield lr@localresoluer:™5 sudo su
[sudol] password for shield_lr:

@ - e i (0 33 (#] right Control

+  Run the 'sudo su' command and enter the root password contained in the 'credentials.txt'. This will give you
root access.

Run 'Ir-gui' command as shown below to open the resolver configuration screen:
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buntn 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_Ir

assuword :

.azt login: Hon May 28 10:19:71 +03 2018 on ttyl

elcone to Ubuntu 16.04.4 LTS (GHU-Linux 4.4.0-119-generic xB6_64)

= Docunentation: https:is-help.ubuntu.comn

= Management : https:i-~landscape.canonical .com
= Support.: http=s: svubuntu . comsaduvantage
=hield_lrBlocalresolver:™5 sudo su

[sudo] password for shield_lr:
'oot@localresolver : shonesshield _lr# 1r_gui

The LR configuration screen will open.

/]

Dome Shield Local DNS Forwarder Configueation

Hame: Local DHS 1:
Local DHE 2:
This name will appear on Dome Shield UT.

Local domains must be set from
Gateway: Dome Shield UI.

Hode : MASTER _ Local Resoluer ID:
348867cB-5ffb-11e8-8794-080027f2a893

Status:
We put status info here.

G ) 0P o & [ 3 [#] right Control

LR Configuration Screen

Form Element Description
Name Type a label to identify the master VA. This name will appear in the Dome Shield
interface after registration.
IP Assign an IP address to the local resolver.
Netmask Enter the LR netmask
Gateway Enter the IP address of the network gateway.
Mode Select 'Master' if this is the first resolver on the network.
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Local DNS 1 and Local | Enter the IP addresses of the primary and secondary DNS servers in the network.

DNS 2

Local Resolver ID Make a note of this ID string. You need this to register the resolver and import the
network into Dome Shield. See Step 3 - Register the Master VA for more help.

Status Progress of the VA setup process.

«  Configure the parameters, select OK and press 'Enter’

Your configuration will be saved.

e

Dome Shield Local DNS Forwarder Configuration

Hames: SHIELD_LR Local DHS 1: 16.100.123.100
Local DMS Z: 192 .168.0.20

This name will appear on Dome Shield UI.

IP: 10.100,136.153

Hetmask: 255.255.255.0 Local domains must be set from

Gateway: 10.100,136.1 Dome 3hield UI.

Hode : MASTER Local Resoluer ID:
348867c8-5ffh-11e8-8794-080027f2a893

Status:
Succeszfully Setup. Go to Shield UT.

@& ) 0P & ([ (3 [#] Right Control

The next step is to register the LR with Dome Shield.

Step 3 - Register the Master VA
+  Login to Dome Shield
+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'
+  Click 'Register Component'
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Dome Shield TRikaaiita ¢ 7s - T
L rrarmun |

Download Component

iE Sites & Virtual Appliances @ How to Daploy VA

&# Mamea Type P Varsion Actions

Mo Fata Available

& Virtual Appilicnoes

ADD LOCAL RESOLVER b 4

Enter Registration ID of the Component

If you have installed 1LR for your site, enter its registration ID. If you
have installed more than 1LR, you can enter Registration ID of any
of them as others will automatically be retrieved into your site to
provide high-availability. Read more about it here.

Enter Site Name

Type a new Site name you want your LRs to be assigned.

Select Company

Select the company you want the Site and its LRs to be assigned.

Unclear? Please check How To Deploy @

again!
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'Add Local Resolver' dialog - Table of Parameters

Form Element Description
Enter Registration ID of the The local resolver identity string generated for the resolver during setup. See
Component the last screen in Step 2 - Setup the Master Virtual appliance if you need
help.
Enter Site Name Type a label for the network you are about to import. The name is used to

identify the network in the Dome Shield interface.

Select Company MSPs' only.
«  Choose the customer organization whose network you want to import

«  Click 'Save' to register the local resolver and import the network

Click 'Sites & Virtual Appliances' to view the local resolver. You can apply policy to the whole network, or to internal
network segments. See Manage Imported Sites and Local Resolver Virtual Appliances for more details.

Step 4 - Setup the Slave VA (Optional)

+ Install a local resolver Virtual Appliance on a different server/host on the network. The process is similar to
setting up the master LR.

«  Start the VA and open the configuration screen as explained above. Setup the VA as a slave resolver:

Z

Dome Shield Local DNS Forwarder Configuweation

Hame=: SHIELD_LE Local DHS 1: 10,100,123 . 100
Local DHS 2: 192 168 .0.26

This name will appear on Dome Shield UT.

IP: 10.100.136.152

Hetmask: £55.255.255.0 Local domains must be set from

Gateway: 10,100,136.1 Dome Shield UI.

Hode : SLAVE Local Resoluer ID:
Haster IP: 10.100.136.153 348867c8-5ffb-11e8-8794-080027 f2a093

Status:
Succeszfully Setup. Go to Shield UT.

B P S @& [ 3 @] right Control

LR Configuration Screen - Table of Parameters

Form Element Description

Name Type a label to identify the slave VA.

P Assign an IP address to the local resolver.
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LR Configuration Screen - Table of Parameters

Form Element Description
Netmask Enter the LR netmask
Gateway Enter the IP address of the network gateway.
Mode Select 'Slave'
Master IP Appelzars after choosing 'Slave' as the mode. Enter the IP address of the master local
resolver.

Local DNS 1 and Local | Enter the IP addresses of the network's primary and secondary DNS servers.

DNS 2

Local Resolver ID Make a note of this ID string. You need this to register the resolver and import the
network into Dome Shield. See Step 3 - Register the Master VA for more help.

Status Progress of the VA setup process.

+  Configure the parameters, select OK and press 'Enter’

Your configuration will be saved. The Local Resolver will be automatically registered as 'Slave' to the pre-registered
'Master' LR.

Step 5 - Configure endpoint DNS Settings to point to the Local Resolvers

The next step is to configure your endpoints to forward DNS queries to the local resolvers. Open the DNS
configuration screen on your endpoints and use the following settings:

+  Preferred DNS server - IP address assigned to the Master LR VA
«  Alternate DNS server - IP address assigned to the Slave LR VA

2 The Admin Console

The admin console contains statistics and charts about your protected environment. From here you can add
networks and devices, create security policies, analyze threat data and more.

COMODO —

H verview Reportin: onfigure Ccoun Setup Wizard Z=EHow-to ) Testimonials
ome iel Overview Reporting Configure A t 7 i =
Web Overview LA n 2 3 | » 1to86 of 14 available for paging 7 Days
Top Target Domains Roaming Agent Web Browsing Trend Top Blocked Domains
10k 4
Click and drag in the plot area to
Hi Zoom In E
= =0
= 1000 = .
N T )
. & @ C8 5
PO & & F o o2 ' &
S * & &
LA ¥ 10.Mar 12 Mar 14 Mar < & <
Top Blocked Domains From Networks Top Blocked Domains From Agents Overall Web Browsing Trend
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Overview - Contains the web and security dashboards. RSl El R e : _
These are charts and graphs which show browsing Dome Shield RITRE g e
trends, security trends, top URL categories and more. _
See 'The Dashboard' for more details. et Oveniow

1 2 3 + = 1toB of¥availablk

Top Target Domains

COMOPO _ it Account Reporting - View reports on threats detected on your
Dome % e assets, security trends, web browsing trends and more.

You can choose from a range of pre-configured reports or
create a custom report.

You can schedule reports to be auto-generated at
specific intervals and sent to recipients of your choice.

Wab Activity Overall Web Browsing Trend

Overall Web Browsing
Trend

Default Section

See 'Reports' for more details.

Configure - Add networks and individual endpoints to COMORO: == " Congare Nocount
Dome Shield, and apply security policies to them. Dome ° -
+  Policy - Create and deploy policies to protected [ e

networks and endpoints. Each policy is made up
of security rules, category rules and/or
black/white lists. See 'Apply Policies to
Networks, Roaming and Mobile Devices' for
more details.

# Policy Marma

1 Daimo PC Palicy

+  Security Rules - Create and manage rules to block websites which host specific types of threat. See
'Manage Security Rules' for more details.

«  Category Rules - Create and manage rules to block sites by content type. See 'Manage Category Rules'
for more details.

«  BIW Lists - Create and manage lists to block or allow specific domains. See 'Manage Domain Blacklist
and Whitelist' for more details.

+  Block Pages - Configure pages which are shown to end-users when access to a website is blocked. See
Manage Block Pages for more details.

«  Networks - Add and manage protected networks. See '‘Add Networks to Dome Shield' for more details.

+  Roaming Devices - Add and protect roaming devices outside your network. See 'Add Roaming
Endpoints to Dome Shield' for more information.

+ Mobile Devices - Add and protect Android and iOS devices. See 'Add Mobile Devices to Dome Shield'
for more details.

+  Sites & Virtual Appliances - Add networks by configuring local resolver virtual machines. See Import
Sites to Dome Shield by Deploying Local Resolver Virtual Appliances for more details.

- Internal Networks - Add single internal IPs or ranges. See Add Internal Sites for more details.

+ Internal Domains - Add internal domains inside the imported site. The local resolvers use local
DNS servers in the network to handle client requests for internal domains. This is instead of
forwarding them to global DNS servers, reducing your bandwidth usage. See Add Internal
Domains for more details.

«  Customers - View details about customer networks and roaming agents. This section is available for
MSPs only. See 'View Protection Details by Customer' for more information.
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COMO20 — orvion Bemorting Confound Account — View your account details and keep track of
Dome Shield [ epenne DNS requests. See 'View Account Details' for more

PLATINUM . .
information.

ACCOUNT INFO

User Info

How-to - Tutorials on how to enroll networks and S ' I =
endpoints, configure rules and policies and view reports.

-~ | Setup Wizard — Add a network in three steps and apply
policy.
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Testimonials - Read reviews and comments on Dome
Shield given by our valued customers.

Rexaming Agent Wah Broseng Trand  Top Biocbsd Domaing

Feedback — Send your comments, questions or report a bug.
+  Click 'Report Issue' at the bottom of the interface

- X «  Use the tools at the top of the feedback form to mark,
point, highlight or comment on the Shield interface.
’ _ . H 1 1
«  Complete the feedback form and click 'Send
Vour ema +  Aticket will be created and our support team will
respond to your query.
Rate Us — Click this button and select how likely are you to
recommend Shield to your friends. Also provide your valuable
ab - suggestions to improve the product.

powerad by Liseranag
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3  The Dashboard

+  Click 'Overview' in the top-menu to open the dashboards.
«  The dashboard is an 'at-a-glance' summary of your security posture under Dome Shield.

«  The dashboard uses a range of statistics and charts to show vital information about your policy deployment.
You can also drill-down to further areas of interest.

- Charts include security trends, browsing trends, roaming devices, most frequently blocked domains and
most visited URL categories.

The dashboard is divided into two sections:

«  Web Overview - Statistics about the websites visited by endpoints in your network.
«  Security Overview - Statistics about security incidents and blocked threats on your network.

COMODO —

Dome Sh|e|d Overview Reporting Configure Account # setup Wizard ZHow-to ¢} Testimonials
Web Overview w | n 2 3 »  » 1106 of 14 availoble for paging 7 Days
Top Target Domains Roaming Agent Web Browsing Trend Top Blocked Domains
10k 1
Click and drag in the plot area to
bl Zoom In E
3 22
= 1000 3 .
. N -1 .
. & @ S8 5
vo\z\é & & oS o & & &
O o 10.Mar 12 Mar 14 Mar + & <&
Top Blocked Domains From Networks Top Blocked Domains From Agents Overall Web Browsing Trend

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

The following sections explain more about:
+  Web Overview
+  Security Overview

+ Viewing Logs from Dashboard

3.1 Web Overview

The 'Web Overview' contains data on browsing activity and domains blocked on your enrolled networks and devices.
+  Click 'Overview' > 'Web Overview' to open the section
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"Web Overview' contains the following tiles:
+  Top Target Domains
+  Roaming Agent Web Browsing Trend
«  Top Blocked Domains
«  Top Blocked Domains from Networks
»  Top Blocked Domains from Agents
«  Overall Web Browsing Trend
Overall Security Trend
+ Top URL Categories
«  Top Target Domains of Mobile Users
+  Web Traffic of Mobile Users
+  Top Blocked Categories of Mobile Users
+  Sites - Top Target Domains
- Sites - Overall Web Browsing Trend
»  Sites - Top Blocked Categories

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 44



Creating Trust Online®

Comodo Dome Shield - Admin Guide coMono

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

vtiger |~ 7 Days E
12 Hours
ains 24 Hours

2 Days

3 Days
5 Days

Top Target Domains

Shows the websites which were most often visited by users in enrolled networks. Results are displayed for the top
10 domains.

«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

- Place your mouse cursor over a bar to view further details.

Top Target Domains
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+ By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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« Back

+  Click '‘Back' to return to the original view.

+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.
Roaming Agent Web Browsing Trend

Displays the number of domain access requests by roaming devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

- Place your mouse cursor over a point in the chart to view further details.
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Roaming Agent Web Browsing Trend

Click and drag in the plot area to zoom in

250

200

Thursday, Nov &, 04:20 |
150 | ® Roaming Agent Web Browsing Trend: 126 |
—— S—— ————— - — F R— - A

i

100
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top Blocked Domains

Shows those websites that were most often blocked by your security policies. The results are displayed for the top
10 blocked domains.

«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

- Place your mouse cursor over a bar to view further details.
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Top Blocked Domains
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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«  Click 'Back' to return to the original view.
+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more
details.

Top Blocked Domains from Networks

Shows the websites that were most often blocked for endpoints in your networks. Results are displayed for the top
10 domains.
«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

+  Place your mouse cursor over a bar to view further details.
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Top Blocked Domains From Networks

Values
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Top Blocked Domains From Networks:1.0

By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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«  Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.
Top Blocked Domains from Agents
Shows the websites that were most often blocked for your roaming devices. Results are displayed for the top 10

domains.
The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in

your network(s) or roaming devices.
Place your mouse cursor over a bar to view further details.
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Top Blocked Domains From Agents

25

www_technologyreview.com

Top Blocked Domains From Agents: 7.0

+ By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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Top Blocked Domains From Agents

B
# Back

Values

«  Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.

Overall Web Browsing Trend
Shows the number of domain access requests from all protected network(s) and endpoints over time.

Results are available from the last 12 hours up to @ maximum of 7 days.

Place your mouse cursor over a point in the chart to view further details.
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Overall Web Browsing Trend

Click and drag in the plot area to zoom in
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Overall Security Trend

Shows the number of harmful sites blocked on your network(s) and endpoints based on security rules over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.
- Place your mouse cursor over a point in the chart to view further details.
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top URL Categories
«  The website categories and whitelisted domains most often visited by your users.
+  Place your mouse cursor over a sector to view further details.
+  Click on a sector to see a log of requested domains in that category. See 'View Logs' for more details..
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Top Target Domains of Mobile Users

Shows websites which were most often visited by mobile users in your organization. Results are available for the top
10 domains.

«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from the mobile
devices.

- Place your mouse cursor over a bar to view further details.
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+ By default, the chart shows the top five domains. Click 'Other' on the right to view the next five domains.
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25

- Click 'Back' to return to the original view.

+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more
details.

Web Traffic of Mobile Users

Displays the total number of domain access requests from all mobile devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.
+  Place your mouse cursor over a point in the chart to view further details.
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Web Traffic of Mobile Users
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top Blocked Categories of Mobile Users

«  The website categories and blacklisted domains that were most often blocked to mobile users by category
rules in your security policies.

+  Place your mouse cursor over a sector to view further details.
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Top Blocked Categories of Mobile Users
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«  Click on a sector to see a log of blocked categories for mobile users. See 'View Logs' for more on this.
Sites - Top Target Domains

The domains most often visited by users in networks imported by local resolvers. Results are shown for the top 10
domains.

+  X-axis - Name of the domain. Y-axis - Number of requests from the network.

- Place your mouse pointer over a bar to view more details.
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Sites - Top Target Domains
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By default, the chart shows top five domains. Click 'Other' on the right to view the next five domains.
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Click 'Back' to return to the original view.
Click on a chart bar to view domain request logs. See 'View Logs' for more details.
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Sites - Overall Web Browsing Trend

The domains most often visited by users of all endpoints imported by local resolvers.
+  Results are available from the last 12 hours up to a maximum of 7 days.
+  Place your mouse cursor over a point in the chart to view further details.

Sites - Overall Web Browsing Trend
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+  Click and drag on the chart to zoom into a particular time period.

+  Click 'Reset Zoom' to return to the full chart.
«  Click a particular point on the chart to view domain request logs. See 'View Logs' for more details.

Sites - Top Blocked Categories

«  Website categories and blacklisted domains that were most often blocked by category rules in imported
network sites.

«  Place your mouse cursor over a sector to view further details.
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«  Click on a sector to see a log of blocked categories. See 'View Logs' for more on this.

3.2 Security Overview

The 'Security Overview' section contains data on security incidents and websites blocked by rules in your policies.
+  Click 'Overview' > 'Security Overview'
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The 'Security Overview' dashboard contains the following tiles:
+ Roaming Agent Security Incidents
«  Overall Advanced Threats
- Roaming Agent Advanced Threats
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+  Overall Security Incidents
« Most Blocked Mobile Threats
«  Sites - Most Blocked Threats

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

Roaming Agent Security Incidents
Shows the number of incidents in which harmful sites were blocked on roaming devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

+  Place your mouse cursor over a point in the chart to view further details.

Roaming Agent Security Incidents
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Overall Advanced Threats

Shows the websites that were most often blocked by your security rules. The results cover both enrolled network(s)
and roaming devices.

«  The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in
your network(s) or roaming devices.

+  Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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«  Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.

Roaming Agent Advanced Threats
Shows the websites that were most often blocked by your security policies after requests from your roaming devices.

The X-axis displays the name of the domain. The Y-axis displays the number of requests from endpoints in

your network(s) or roaming devices.
Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' at the right end to view the next five domains.
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- Click 'Back' to return to the original view.
Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more

details.

Overall Security Incidents
Shows the number of incidents in which harmful sites were blocked on your enrolled network(s) and roaming devices

over time.
Results are available from the last 12 hours up to a maximum of 7 days.

Place your mouse cursor over a point in the chart to view further details.

69

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.



Creating Trust Online®

Comodo Dome Shield - Admin-Guid e coM0ODO

e =

Overall Security Incidents
Click and drag in the plot area to zoom in
3.5
3
2.5
2
1.5 Wadnesday. Nov 7, 16:30 |
| ® Overall Security Incidents: 1 |
1
0.5
0
4_ Nowv 6. Nov 8. Nowv

+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Most Blocked Mobile Threats

Web categories and blacklisted domains most often blocked to mobile users by security rules in your policies. These
sites usually contain threats such as malware, phishing, spy-ware and drive-by-downloads.

«  Place your mouse cursor over a sector to view further details.
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«  Click on a sector to see a log of most blocked categories for mobile users. See 'View Logs' for more on
this.

Sites - Most Blocked Threats

Web categories and blacklisted domains most often blocked to users on imported network sites. Categories and
blacklisted domains are specified in security rules in your policies. These websites usually contain threats such as
malware, phishing, spy-ware and drive-by-downloads.

«  Place your mouse cursor over a sector to view further details.

Sites - Most Blocked Threats

Blacklisted Domain
Sites — Most Blocked Threats: 200% (1)

Eladdisted Domain
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+  Click on a sector to see a log of most blocked categories for mobile users. See 'View Logs' for more on
this.
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3.3 View Logs

+ You can view logs by clicking on a data item in a dashboard chart. For example, click a specific bar in a bar-
chart or a specific point in a line-graph.

+  Each log shows more details about the item you clicked on. You can filter the logs by date and by various
other filter types. Logs are fully searchable and can be exported to .csv.

To view logs from a chart
+  Click 'Overview'
«  Select 'Web Overview' or 'Security Overview'
+  Click on a point in the chart to view logs for that item:

Sites - Overall Web Browsing Trend

Click and drag in the plot area to zoom in
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«  The panel on the left allows you to filter by time period and by other parameters.
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«  The right of the window lists all events in the category along with other details.

+  The details on the right depend on the type of chart for which you are viewing logs. The following table
show all possible columns:

View Logs - Table of Column Descriptions

Column Header Description

Network / Location | The IP address of the network from which the traffic originated.
Charts for networks imported by the resolver also show the IP address of the endpoint.

Destination The name of the website the user attempted to visit.

Category The genre of website to which the site belongs.
You can view website categories in the 'Settings' area of a category rule. Click 'Configure' >
'Policy Settings' > 'Category Rules' > 'Create Category Rule' > 'Settings'.

Action Action taken by Dome Shield. Can be 'Allowed' or 'Blocked".

Reason The reason for the action taken. For example, a website connection was 'Allowed' because
the site is in an allowed category.

Agent Name 'Roaming Device' charts - This column shows the name of the roaming device

'Imported site' charts - This column shows the name of the virtual appliance through which
the network connects to Dome Shield.

Domain / Target The name of the domain that was visited / blocked
Domain

Source The mobile device VPN ID.

Source IP The IP of the agent / network

Select Time Interval

Logs initially show data for the time period you clicked on the graph. You can change the date and time from the
'Choose Time Interval' section:

Choose Time Interval

From To

2017-08-04 15:30 = 201M7-08-04 16:30 =

+ To change the period, click the calendar icon and select the 'From' and "To' dates or enter the period
directly in the fields.

+ To change the time, enter the 'From' and 'To' time in the respective fields beside the date.
Filter Types

Filter types allow you to refine the events shown as required. You can filter by multiple parameters.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 73



Creating Trust Online®

Comodo Dome Shield - Admin Guide coMoDo

."/’

Choose Time Interval

From To
2017-08-04 15:30 = 2017-08-04 16:30 =
Filter Type
Network £ v

«  Select a filter parameter from the drop-down. The options available depend on the type of chart
«  Enter arelevant search term

+  Click the check-mark to add the filter

+  Repeat the process to add more filters if required

+  Click 'Search":

Filter Type
Category o LY
Network 10.108.51.1560 o
Destination 18xn.com i
Category Malware i

+  Click the trash can icon beside a filter to remove it
«  To reset the view, delete all filters and click the ‘Search' button again.
«  Click 'Export as CSV' to download the logs in .csv format.

The following types of logs are available:

Chart Type Logs Displayed

Web Overview «  Click on a bar to view the logs of access
Top Target Domains requests made for the that domain
Top Blocked Domains The log viewer shows details of the time,

network/endpoint from which the domain access request
originated, the category of the domain, whether the
Top Blocked Domains From Agents access was allowed or denied and the reason for the

Top Target Domains of Mobile Users action taken.
Sites - Top Target Domains

Top Blocked Domains From Networks

Security Overview
Roaming Agent Security Incidents
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Overall Security Incidents

Web Overview +  Click on a point the graph to view the logs of

Roaming Agent Web Browsing Trend web browsing activities in that period of time

Overall Security Trend The log viewer shows details of the visited domains,

Web Traffic of Mobile Users network/endpoint from which the domain access request
originated, the category of the domains, whether the

Sites - Overall Web Browsing Trend access was allowed or denied and the reason for the

Security Overview action taken.
Overall Advanced Threats
Roaming Agent Advanced Threats
Most Blocked Mobile Threats
Sites - Most Blocked Threats

Web Overview +  Click on a sector to view logs of access history

Top URL Categories of domains in that category

Top Blocked Categories of Mobile Users The log viewer shows details of the visited domains,
network/endpoint from which the domain access request
originated, the category of the domains, whether the
access was allowed or denied and the reason for the
action taken.

Sites - Top Blocked Categories

4 Add Networks, Roaming Endpoints
and Mobile Devices to Dome Shield

«  Click 'Configure’ in the Dome Shield top-menu:

coMoRO ——

Dome Shield Configurdyicoount
| ruumone

Nomea Typa P | FQDM Dynamic I[P Activation

hﬂyrdnt;unrk,,:‘-mf:- 08 Static 72123/32 NiA
Matwaorks ,

MyNetwork_2018-T-07 Stotic WA20012/32 MiA
gozda Static 10003620832 Nja
damao_ip Static D362 5.1'32 N,".’l.

MyNetwork_2018-1-02 Stotic MNI5ATES 32 Nia

1-* Monchester2 Stotic 172317123432 N

+  Objects - Manually add networks, roaming and mobile devices to Dome Shield.

«  Alternatively, you can automatically import networks by deploying local resolvers. Click 'Sites and
Virtual Appliances' to get started with this method.
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+  Note. The public IP of the network from which you are connecting will be automatically added
during enrollment. This network will become active immediately.

+  Policy Settings - Configure and apply web protection policies to your added networks/endpoints.
See Setup Options Explained for an overview of choices to add networks.
See the following sections for help to add networks:

+  Manually Add Networks to Dome Shield

+  Add Roaming Endpoints to Dome Shield

« Add Mobile Devices to Dome Shield

+  Manage Imported Sites and Local Resolver Virtual Appliances

4.1 Manually Add Networks to Dome Shield

+  Click 'Configure' > 'Objects' > 'Networks' to add, edit and manage protected networks.

«  The IP of the network from which you are connecting was automatically added during enroliment. This
network is already active.

+  Any additional IPs that you add will have a status of 'Pending’ until they are approved by Comodo. Please
contact your Comodo account manager or domesupport@comodo.com if you have questions on pending
networks.

+  You can add IP addresses in CIDR notation with network prefixes from /32 to /24. You can add any
combination of CIDR ranges and/or individual IP addresses.

+  Dynamic IP addresses. We provide an agent which auto-updates your Dome Shield policies with any
address changes in a dynamic network. The agent should be installed on an endpoint in your target
network. After you add a network which uses dynamic IPs, Dome Shield will create an activation code for
the agent (click 'Configure' > 'Objects' > 'Networks' to view the code). Enter the code in the agent to enroll
the network.

+  Please also make sure endpoints in protected networks are configured to use Shield DNS (Preferred DNS
server - 8.26.56.10. Alternate DNS server - 8.20.247.10)

COMODO —

Dome Shield
| Farivu |

# Company Nomea Typa P | FQDM Dynamic IP Activation
Objects

1 nanme f\ﬂ':,f.’Jt'.'t'.-‘.-nrk“:".'.l'lF- 08 Stotic 72123/32 H,"&.
Matworks i

2 I MyNobwork_2018-T-07 Stotic WRe20012/32 MiA

3 vtiger gozda Static 100003620832 Nja

4 viiger damao_ip Static IDA00IZE26/32  NfA

= -u'ﬁgr.-‘ MyNetwork_2018-11-02 Static 101547 BR/32 H,"&.

1-* Monchester2  Stotic 172.3121234/32 M/

Networks - Table of Column Descriptions

Column Header Description
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Company Applies to MSPs only. Name of the organization to which the network belongs.

Name The label of the network.

Type Indicates whether the network uses static or dynamic IP addresses.

IP / FQDN The public IP address or Fully Qualified Domain Name (FQDN) of the network.

Dynamic |P (Only networks with dynamic IP addresses). The token string used to connect the network to

Activation Code Dome Shield. See Add Networks with Dynamic IP addresses for more details.

Agents Behavior Indicates whether the roaming agent is active or not when the roaming device is inside the
enrolled network.

Status Can be 'Active’ or 'Pending'. Active networks are available for Dome protection. 'Pending'
means the IP address/FQDN is awaiting approval by Comodo.

Remark Description of the network.

Actions Update or delete a network.

The interface allows you to:
«  Add new networks
+  Edit the details of a network
+ Delete a network
Add New Networks
You can add both networks with static IP address(es) and Dynamic Address(es).

«  Add Networks with Static IP Address(es) - Specify an IP address/range in CIDR notation, or a fully
qualified domain name. See Add Networks with Static IP addresses for more details

+  Add Networks with Dynamic IP Address(es) - Download the IP Updater agent from the network setup
wizard and install it on a network endpoint. The software will keep Dome Shield and your policies updated
with the address of the network. An activation code is generated for each agent which is needed to connect
the network to Dome Shield. See Add Networks with Dynamic IP addresses for more details.

Add Networks with Static IP Address(es)
+  Click 'Configure' > 'Objects' > 'Networks'
+  Click 'Add New Network':
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Add Network b4

Name

If you create a Location with an IP address different than the one that you're currently connecting to Dome
Shield, your network will be on "pending’ state. Network needs to be approved after verification by Cormodo
Dome Shield suppeort. If you want to do so please send a mail to domesupport@comodo.com

IPv4 Address [ FQDN

103.66.79.98 [_] is Dynamic ?

Trusted Network Behaviour

[ ] Disable Roaming Agent when on this network

Please select company

Remark

Additional Settings <+

Add Networks - Form Parameters

Description
Name Enter an appropriate label for the network
IP Address / FQDN The network address or its fully qualified domain name.

«  Enter the IP address of the network in CIDR (Classless Inter-Domain Routing)
notation.

«  Dome Shield can accept network prefixes from /24 to /32.

Note: By default, this field will show the public IP address of the network from which you
are connecting to Dome Shield. This will automatically become active after initial
enroliment. Any new IP address that you add here will remain in pending status until
approved by Comodo.

Dynamic - Select if you are enrolling a network with dynamic IP addresses. See Add
Networks with Dynamic IP addresses for more details.

Trusted Network Disable Roaming Agent when on this network — Select whether policies applied to
Behavior roaming agents should be active when they connect to this network.

«  Enabled = The Shield agent on roaming devices are disabled when they are
inside the network. The network policy will apply to the roaming device.
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- Disabled - The roaming device's policy will remain active.

Please select company | MSPs only

«  Select the customer organization for which you want to enroll the network.

Remark Enter any notes about the network being added.

Additional Settings - These settings apply only to roaming devices which have the Dome agent installed.

«  Aroaming device cannot connect to internal hosts when inside the office network. This is because Shield
DNS is an external DNS which cannot resolve internal domains. Configure the 'Host File' fields to allow
devices to reach internal domains when it has an agent installed. These settings will automatically be
deployed to your device's host file.

«  See'Add Roaming Endpoints to Dome Shield' for more details about how to install Shield agents onto
devices and connect to Dome Shield.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries. To remove an entry, click the corresponding trash can icon.

+  Click 'Add' when done.
The network will be added and displayed in the list.

The next step is to configure your network's DNS to forward queries to Shield DNS. This will ensure all the endpoints
in the networks are protected. Alternatively, you can set Shield DNS on the required endpoints (there are various
ways to do this, including DHCP setting, Windows GPO and AD configuration). For more details refer to our
instructions at https://www.comodo.com/secure-dns/switch/computer.html .

«  Change your DNS addresses to following Dome Shield addresses:

«  Preferred DNS server - 8.26.56.10
- Alternate DNS server - 8.20.247.10

Please note no rules will be applied to the newly enrolled networks by default. You have to apply a policy to this
network according to your requirements. See 'Apply Policies to Networks, Roaming and Mobile Devices' for
advice on how to deploy web protection rules to networks.

Note: Any external IPs you add which are different to the one detected by Comodo Dome Shield will need to be
approved by Comodo. To activate these networks, please contact our support at domesupport@comodo.com

Important Note:

+  Admins also need to manually add entries for all internal domains to the host files of endpoints that are
inside the network(s). This is because Shield DNS cannot resolve internal domains.

«  Forroaming endpoints with the Shield agent, internal domains can be configured in 'Add/Update Network'
> 'Additional Settings' > 'Host File Configuration' field

+  Please contact our support at domesupport@comodo.com if you face any problem regarding this.

Add Networks with Dynamic IP Address(es)
Adding new networks with dynamic IP addresses involves two steps:
+ Step 1 - Install the Dome Shield IP Update agent to an endpoint in the network
+  Step 2 - Activate the agent
Step 1 - Install the Dome Shield IP Updater agent on an endpoint in the network
+  Click 'Configure' > 'Objects' > 'Networks'
«+  Click 'Add New Network":
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Nome

If you create a Location with an IP address different than the one that you're currently connecting to Dome
Shield, your network will be on "pending’ state. Network needs to be approved after verification by Comodo
Dome Shield support. If you want to do so please send a mail to domesupport@comodo.com

IPv4 Address [ FQDN

N/A [~ is Dynamic ?

Trusted Network Behaviour

|| Disable Roaming Agent when on this network

Dome Shield Dynamic IP Updater helps networks with Dynamic IP addresses to update Dome Shield
Service with the current IP address of the network.

This provides continous security to networks with Dynamic IP addrasses. System will continously update
the latest IP of the network you want to secure and users will have uninterrupted security/web access
policies applied.
Guidelines:
« Download and install the Dynamic IP Updater Agent to a stationary computer within the network.
* This computer should always be on and should not be moved out of the network you want to
secure.
s After finishing installation, Activation Code shown in Networks table should be entered in to
Dynamic IP
= Updater Agent's Activation tab. Once this step is done, Status should be shown as Active in the
Networks table.
= Current IP address of the network can be seen in Networks table.

Download
& Windows Dynamic IP Updater

Please select company

Remark

Additional Settings ==

Add Networks - Form Parameters

Description
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Name Enter an appropriate label for the network

IP Address / FQDN / Select the 'Dynamic' checkbox to enroll a network with dynamic IP addresses.

Dynamic A message box will appear with guidance on enrolling networks with dynamic IP
addresses..
«  Click the 'Windows Dynamic IP Updater' link under 'Download' in the message
box and save the agent setup file.
Trusted Network Disable Roaming Agent when on this network — Select whether policies applied to
Behavior roaming agents should be active when they connect to this network.

«  Enabled = The Shield agent on roaming devices are disabled when they are
inside the network. The network policy will apply to the roaming device.

+  Disabled - The roaming device's policy will remain active.

Please select company | MSPs only

Select the customer organization for which you want to enroll the network.

Remark Enter a description for the network being added.

Additional Settings - These settings apply only to roaming devices which have the Dome agent installed.

«  Aroaming device cannot connect to internal hosts when inside the office network. This is because Shield
DNS is an external DNS which cannot resolve internal domains. Configure the 'Host File' fields to allow
devices to reach internal domains when it has an agent installed. These settings will automatically be
deployed to your device's host file.

«  See'Add Roaming Endpoints to Dome Shield' for more details about how to install Shield agents onto
devices and connect to Dome Shield.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries. To remove an entry, click the corresponding trash can icon.

+  Click 'Add" in the 'Add Network' dialog.

The network will be added with the status 'Pending'. Also, an 'Activation code' will be generated and displayed in the
row of the network.

«  Transfer the agent setup files to an endpoint in the target network

Note: Choose an endpoint which is always powered up and always connected to the network. This will let the agent
monitor IP address changes and send updates to Dome Shield.

«  Double-click on the setup file on the endpoint, or right click and select 'Install' from the context sensitive
menu.

Step 2 - Activate the agent

After installing the agent, the activation dialog will be displayed:
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Dome Shield Dynamic IP Updater Activation =

Installation is complete,

Please submit your Activation Code that can be found on Dome
Shield's Network Menu. [(Configure > Objects > Network > 'Dyvnamic
IF Activation code' column)

Activation Code

Submit

- Click 'Configure' > 'Objects' > 'Networks' in the Dome Shield interface to view the activation code:

B Motworks + Ak Minw Motwsrk

&  Company KA Typa 1P { FODM Dyreanie IP Activetion Codo Appeits Bahowion Sterts Rarmark Astions

1 o Atyhetwork_ 2018 - DB Siotic Az LTEY

Wyhiertwerk 3010-1-07 Stotic BEI00L2 Mi2 Disokyin Artum ]

«  Enter code in the IP updater activation dialog.
+  Click "Submit'

After successful activation, the network will be added and displayed in the list. Please note no rules will be applied to
the newly enrolled networks by default. You can apply network specific policy according to your requirements. See
‘Apply Policies to Networks, Roaming and Mobile Devices' for advice on how to deploy web protection rules to
networks.

Edit the details of a network

- To update details of a network, click the edit button beside the network.
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<+ Add Maw Natwork
Update Network »
Remark Actions
Homa |
MyMotwork_2008-T-07

&
domasupportcomodo.com "

IPu4 Addrass [ FODN 4

10a20012/32 O i= oynamic #
Trusted Hetwork Bahaviour

[ plaable Roaming Agent when on this network

Plagsa gelact company

namea =

The 'Update Network' dialog will be displayed. Modify the details per your requirements. The process is similar to
adding a new network explained above.

«  Click the 'Update' button

Delete a network

Please note that when you delete a network, web protection policies will no longer be applied to network endpoints.
+  Click the trash can icon beside a network to delete it.

A confirmation dialog will be displayed.

© Delete Network b4

Do you want to delete this network?

«  Click 'OK" to confirm removal of the network from the list.

4.2 Add Roaming Endpoints to Dome Shield

« You can protect Windows and Mac devices outside your network by installing the Shield agent on each
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roaming device.
«  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'

«  You can manually install the agent on devices, or install it remotely through Endpoint Manager
(formerly ITSM).

«  Once installed, you can deploy policies to the devices as required.

+  Roaming devices will not be able to connect to internal domains unless configured appropriately in the
‘Network' interface.

+  Set an anti-tampering password to prevent users uninstalling the agent from the device. Windows devices
only.

See 'Additional Settings' for more about configuring internal DNS and hosts file.
+  Click 'Configure' > 'Objects' > 'Roaming Devices' to view all enrolled roaming devices:

COMODO — —
H Overview Reporting{ Configure )JAccount # setup Wizard ZBHow-to «jTestimonials admin@company.com @ Sign Out
Dome Shield 2 < J

2 Roaming Agents = Anti-Tampering Password & Download Agent
# Computer Name OS Version Device Unique ID Status Agent Version Actions
1 ANMO372 Windows 10 FBG3EFB6B96F43407336EB8132763474 Active 16.0498 o
Roaming Devices
2 ANDO153 Windows 10 3G6DEC4D736B24BICEE4CT82CED305BEA Active 1.4.0.487 o

Roaming Agents - Table of Column Descriptions

Column Header Description

Company MSPs only. The name of the company to which the roaming device is enrolled.

Computer Name The label of the endpoint.

OS Version The version number of Windows or Mac operating system on the endpoint.

Device Unique ID String generated by the agent to identify the device to Dome Shield.

Agent Version Version number of the Shield roaming agent deployed on the endpoint

Actions Control for removing endpoints

Search and Filtering options:

+  Use the search box at top-right to search by company name, computer name, OS version, Device Unique
ID. Matching results will be automatically displayed.

The interface allows you to:
+  Add new roaming devices
«  Configure anti-tampering password
« Delete a device

Add new Roaming Device(s)
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+  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'
There are two ways you can add roaming devices:

+  Manually install the agent on endpoints - Click '‘Configure' > 'Objects' > 'Roaming Devices' > 'Download
Agent'. Manually Install the agent on target devices. The devices will be automatically enrolled.

+  Import from Endpoint Manager (formerly ITSM) - You can remotely install the agent on managed
Windows endpoints from the Endpoint Manager console.

Click 'Download Agent' to get the installation package.

To add new devices
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
+  Click 'Download Agent' at the top-right:

-~

w  Reporting Configure Account # Setup Wizard EHow-to «f Testimonials

aming Agents o’ Anti-Tampering Passworfl & Do»@loud Agent
npany Computer Name 0OS Version Hevice Unique ID Status Agent Version Actions

Download Agent b 4

Select Company

‘ ACME Ammunitions v

B Download for Windows & Download for mac0s

» Get Endpoint Manager Windows Link

Choose your download options in the 'Download Agent' dialog:
«  Select Company - MSPs only. Select the customer organization for which you want to enroll devices.

+  Download for Windows - The agent installation package for Windows devices. See Enroll Windows
devices for more details.

«  Download for mac OS - The agent installation package for Mac OS devices. See Enroll Mac OS devices
for more details.

+  Get Endpoint Manager Agent Windows Link - Reveals the link you need to remotely install the agent on
Windows endpoints through Endpoint Manager. See Import Windows Devices from Endpoint Manager
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for more details.

Enroll Windows devices

«  Click 'Configure' > 'Objects' > 'Roaming Devices'

+  Click 'Download Agent' at the top-right

«  Click 'Download for Windows' in the 'Download Agent' dialog. The installation file is in .msi format.

«  Transfer the setup files to the Windows devices you want to enroll.
Next, install the agent on the device(s).

+  Double-click the setup file i or right-click and select 'Install' from the context sensitive menu.
The installation wizard will start.

#7 Comodo Shield Agent Setup — >

Welcome to the Comodo Shield Agent Setup
Wizard

The Setup Wizard will install Comodo Shield Agent on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

+  Click 'Next' and complete the agent installation wizard.
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# Comodo Shield Agent Setup — ot

Completed the Comodo Shield Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.,

Back Cancel

+  Click 'Finish'
That's it. The device will be added and will be displayed in the 'Configure' > 'Objects' > 'Roaming Devices' interface.

+  Note - no security rules are applied to roaming device by default. You can create and apply device specific
policies according to your requirements.

«  See 'Apply Policies to Networks, Roaming and Mobile Devices' for advice on how to configure and
deploy security policies to roaming devices.

Enroll Mac OS devices
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
«  Click 'Download Agent' at the top-right
+  Click the 'Download for Mac OS' button in the 'Download Agent' dialog. The installation file is in .pkg format.
- Transfer the agent to the Mac OS devices that you want to enroll.
Next, install the agent on the device(s).
+  Double-click the package file to start the installation wizard.
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N « Install cShield Agent -
Welcome to the cShield Agent Installer
o intiodicilon You will be guided through the steps necessary to install this
software.
Destination Select
Installation Type
Installation
Summary
COMODO —
Dome ShEkj Continue

«  Click 'Continue'

The next step allows you to choose the location at which the agent is to be installed.

(N « Install cShield Agent g

Select a Destination

Select the disk where you want to install the cShield

Introduction
Agent software.

© Destination Select

Installation Type —
Installation i
Summary

Macintosh HD

4729 GB available
250,79 GB total

Installing this software requires 4 MB of space.

You have chosen to install this software on the disk
“Macintosh HD"

cCOMODO — —

Dome Shield Go Back Continue
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- Toinstall the agent in the default location, click 'Continue'. To install the agent in a different location, click
the disk icon, navigate to the new location and click ‘Continue'.

The next step allows you to choose the installation type and start the installation.

L N & Install cShield Agent g

Standard Install on "Macintosh HD"

) [htreduction This will take 4 MB of space on your computer.

. Destination Select Click Install to perform a standard installation of this software
on the disk “Macintosh HD"

@« Installation Type
Installation

Summary

Change Install Location...

COMODO —

Dome ShE|d Gao Back Install

+  Click 'Install'
The installation requires your user account to continue.
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; - Installer is trying to install new software.
Introduction ying

¢ Destination S
o Installation

Installation

Enter your passweord to allow this.

User Mame: | <user names=

Password:
Summary

Cancel

Change Install Location...

COMODO — —

Dome Sheld Go Back

- Enter your device user name and password in the respective fields and click 'Install Software'
«  The installation will begin:

& s Install cShield Agent o

Installing cShield Agent

Introduction
Destination Select
Installation Type

© Installation Validating packages...

Summary
.|

coMOoDOo — —

Dome Shield

. Click 'Close' to exit the wizard when installation is finished:
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| N ] & Install cShield Agent =5

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation

Summary The installation was successful.

The software was installed.

¢ & & & @

COMODO —

Dome Shield [ Close |

Once installed, the agent will start communicating with the Dome Shield server. The device will be visible in
'Configure' > 'Objects’ > 'Roaming Devices'.

+  Note - no security rules are applied to roaming device by default. You can create and apply device specific
policies according to your requirements.

«  See 'Apply Policies to Networks, Roaming and Mobile Devices' for advice on how to configure and
deploy security policies to roaming devices.

Import Windows Devices from Endpoint Manager (formerly ITSM)
«  Click 'Configure' > 'Objects' > 'Roaming Devices'
+  Click 'Download Agent' at the top-right
«  Click 'Get Endpoint Manager Windows Link":
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Download Agent b4

Select Company

‘ ACME Ammunitions ¥
ER Download for Windows & Download for macos

> Get Endpoint Mo@ogcr Wi@

ER Download tor Windows & Download for macos

v Get Endpoint Magger Windows Link

ITSM Agent Download link is I'-I.L;J3:,-“,.-'5i“:-:~.Ic—l.r;im'nc.-::on10r;io.0or-*u,-"c:p;,-'mgr;r;L,-'dc-,w.-r“-loc:d,-"m@

«  Use this link as the 'Package URL' to install the agent on managed endpoints.

Process in brief:
«  Login to Endpoint Manager
+  Click 'Devices' > 'Device List' > 'Device Management' tab
+  Select the Windows device(s) on which you want install the packages
+  Click 'Install or Update Packages' and select 'Install Custom MSI/Packages'
«  Paste the agent download link into the 'MSI/Package URL' field
+  Configure the other remote installation options as required
+  Click 'Install'

+  See https://help.comodo.com/topic-399-1-786-10139-Remotely-Install-and-Update-Packages-on-
Windows-Devices.html if you need additional help to install packages via Endpoint Manager.

Configure Anti-Tampering Password
+  The anti-tampering password helps stop the agent from being uninstalled from a roaming device.
+  Once set, the agent cannot be removed unless the password is provided.
+  Password protection is only available for Windows devices.

Set an uninstallation password

+  Click 'Configure' > 'Objects' > 'Roaming Devices'
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+  Click 'Anti-Tampering Password' on the top right

-~

2porting Configure Account # Setup Wizard ZEHow-to Y Testimonials
g g F

3 Download Agent

\gents i‘Anti—Tur@;:'cring Password

E

Computer Name 0S Versig Device Unique ID Status Agent Version Actions

Anti-Tampering Password . x

Define an Anti-Tampering Password for your Agents to control its uninstallation from endpoints.

Select Company

postprodtest v

Password

password

«  Select Company - MSPs only. Select the customer organization for which you want to set a
password.

+  Password — Create a unique key that is required to uninstall the agent.
+  Click 'Save' for your settings to take effect

+  Repeat the process to set password for other companies
+  Password protection will take effect within ten minutes.

Note: The password protection applies only to the agents of version 1.5 and later.

Delete a Roaming Device
+  Roaming devices that no longer need web protection can be removed from Dome Shield.
« Any security policies will also be removed from the deleted devices.
+  You have to manually uninstall the agent from the device
Remove a roaming device
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
«  Click the trash can icon beside a device to delete it.
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@ Delete Roaming Agent x

This agent will be deleted permanently. eShield Agent will stop
working in this endpoint. Please uninstall the agent from your
computer. Do you want to delete this roaming agent?

cancel [

«  Click 'OK' to confirm device removal

4.3 Add Mobile Devices to Dome Shield

Click 'Configure' > 'Objects' > 'Mobile Devices' to view this interface.
+  You can protect iOS and Android devices by enrolling them to the VPN service.
+  You need to install the Dome mobile app or the VPN profile on each device you want to manage.

+  Dome Shield App - Includes a VPN client and a VPN profile.
« VPN Profile — Contains only the profile. Android users need to install the StrongSwan VPN client.

+  You should use different email addresses to download the app/profile to each device. The same email
should not be used on different devices to download the app/profile.

«  Supported versions: Android - 4.4 and above; iOS - 9 and above.
+  Once installed, you can deploy policies to mobile devices as required.
«  Click 'Configure' > 'Objects' > 'Mobile Devices' to view all enrolled mobile devices:
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Mobile device interface - column headers

Company MSPs'only. The customer organization for which the mobile device is enrolled.
Email The address to which the enrollment invitation is sent.

Remark Comments about the account.

Mode Indicates whether 'VPN Profile' or 'VPN + Mobile Agent' is installed on the device.
Status The connection state of the mobile device to Dome Shield.

- Installed, Active - The device is connected to Dome Shield.

+ Installed, Not Active - The profile is present on the device, but the device is not
connected to Dome Shield.

+  Not installed - The enrollment mail was sent to the user, but the Shield profile/app
is not yet installed.

Last Login/Logout | Date and time of the device's most recent connection

Activity - Login - The last time the device connected to Dome Shield
+ Logout - The last time the device disconnected from Dome Shield
Actions Control for removing mobile devices

Add a mobile device
+  Click 'Configure' > 'Objects' > 'Mobile Devices'
+  Click 'Add New Mobile Device' at top-right:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 95



COMODO

Creating Trust Online®

# Setup Wizard EHow-to ) Testimonials

=+ Add Mew Mobile Device

lode Status Last Login/Logout Activity Actions

sile Agent ed, Mot Active 2019-03-13 17:39:31 - Logout o

'

ADD MOBILE DEVICE b 4

For protecting your mobile user, you should send them Dome Shield's VPN Profile. Dome Shield identifies users
from their email and a user may use Multiple devices protected with the single profile sent to his mailbox.
Make sure your users add the VPN profile to all their devices.

Entor omaoil addressos of mobile usores

) vPN ® VPN + Mobile Agent

NOTICE: Please do not share same emails for multiple devices. Each email should be usad for a single Mobile
Agent .I"App.

Pleasa selact company

B Add

+  Enter the email addresses of mobile users — The contact addresses of the users whose devices you
want to add. You can enter multiple email addresses. Please note - each device requires a unique email
address. You cannot use the same email address on different devices.

+  Select the type of the agent you want to install:

« VPN + Mobile Agent - This is the Shield mobile app. If you select this, the user need not install any
third party VPN client. Click here to see instructions for this option.

« VPN - This is the profile only. If you select this, Android users must also install the StrongSwan VPN
app. StrongSwan is not required for iOS devices. Click here to see instructions for this option.

+  Please select company — MSPs only. Choose the customer organization for which you want to enroll
mobile devices

+  Click 'Add'
VPN

«  The user is initially added to the list with a device status of 'Not installed"
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+  Shield will send device enrollment emails to all users that you added.

= Mobile Devices + Acikd Maw Mabile Device
Q
#  Compoany Ermall Bamark Moda Siotus Laost Login/logout Activity Actions
viiger fiathana@grmailcom VPN Ml ]
viiger ged oknifigmailoom VPN Hot instolked Mia )
3 viiges licencelypafippieccom WPH + Mobile Agent Mot installed Hia (]

«  Users should open the email on their device.

+  The email contains instructions to enroll their device and three attachments:
+ i0OS_VPN_Profile.mobileconfig - iOS device users should select this.
+  Android_VPN_Profile.sswan - Strongswan VPN profile for Android users

+  Android SSLCert.pem — This SSL certificate needs to be imported to Android devices to secure the
VPN connection.

Instructions for iOS
+  Tap the attachment 'iOS_VPN_Profile" in the mail
+ Install the profile as shown below:

(@ Mail sssee = 00:18 @ 7 %58 -

Cancel Install Profile Install

@ Comodo SHIELD VPN

Signed by dome.comodo.com
Verified +'

Contains VPN Settings
2 Certificates

More Details

That's it. The VPN profile is installed on the device.
+  You also need to trust the SSL certificates in iOS in order to view HTTPS pages over the VPN.
«  Goto 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' and enable full trust for root certificates.

Once connected, the VPN icon will appear on the navigation bar:

sesee T 9:41 AM £ 100% -

Instructions for Android
+  Open the enroliment mail and select 'Android_VPN_Profile'

«  Open StrongSwan VPN app:
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% ADD VPN PROFILE 2

Status: No active VPN

No VPN profiles.

+  Select 'Add VPN Profile' > 'Import VPN profile":

VodafoneIN ¥ w e V. 4N 450

% Import VPN profile

Status: No activ CA certificates

No VPN profiles. CRL cache

View log

«  Choose 'Android_VPN_Profile' from the downloaded location
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X Import VPN profile IMPORT

Profile name
Shield VPN
Server
vpn.dnsbycomodo.com
VPN Type
IKEv2 EAP-TLS (Certificate)
User certificate
Select user certificate
Select a specific user certificate

IMPORT CERTIFICATE FROM VPN PROFILE

CA certificate

Shield
ShieldVPN CA

+  Select 'Import Certificate from VPN Profile'

VodafoneIN ¥ 4 v

Extract from Certificate for
"Shield VPN"

Type the password to extract the certificates.

CANCEL (0] ¢

+  Enter the password in the email and select 'OK'

cCOMODO
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VodafoneINA + 3 yE 9. 4850

Choose certificate

The app strongSwan VPN Client has requested
a certificate. Choosing a certificate will let the
app use this identity with servers now and in the
future.

Certificate for "Shield VPN"

CN=db17165e-9e6¢c-42cd-8aaa- @
cc8d98236b8f,0=Comodo Shield
VPN,C=US

You can install certificates from a PKCS#12 file
with a .pfx or a .p12 extension located in
external storage.

INSTALL

DENY ALLOW

«  Tap 'Allow' instead of 'Install'

VodafoneiINA 1 1 YE 9. 48504

X Import VPN profile IMPORT

Profile name

Shield VPN

Server
vpn.dnsbycomodo.com
VPN Type

IKEv2 EAP-TLS (Certificate)

User certificate

Certificate for "Shield VPN"
CN=db17165e-9e6c-42cd-8aaa-cc8d98236b8f,
0=Comodo Shield VPN, C=US

CA certificate

Shield
ShieldVPN CA

<

«  Select 'Import' at the top-right

cCOMODO
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8 ADD VPN PROFILE ¢

Status: No active VPN

Shield VPN

cc8d98
User certificate: Certificate for "Shield VPN"

+  Open the profile you just imported to start the connection to Dome Shield:

VodafoneIN@ A & ¥+ 1 V. dn>5o08

% ADD VPN PROFILE  :

Status: Connecting...
Profile: Shield VPN

CANCEL

Shield VPN

Server: vpn.dnsbycomodo.com

You will see the following screen when connected:
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% ADD VPN PROFILE

Status: Connected
Profile: Shield VPN

DISCONNECT

Shield VPN

Server: vpn.dnsbycomodo.com
Useri : db17165e-9e6c-42cd-8Baaa-

User certificate: Certificate for "Shield VPN"

Note: You also need to trust the SSL certificates in order to view HTTPS pages over the VPN.

+  Goto 'Settings' > 'Security' > 'Credential Storage' > 'Install from SD card'. Please note this may vary
depending on the Android version.

+  Select the 'AndroidSSLCert.pem’ certificate from the download location, enter the name and tap 'OK’
VodafoneING A & 3 3 or W .| 4 §555

Name the certificate

Certificate name:

Android SSLCert

Credential use:

VPN and apps

The package contains:
one CA certificate

CANCEL 0K

You can view the certificate in 'Settings' > 'Security' > 'Trusted Credential' > 'User'. Note — The storage path may vary
depending on the device and Android version.

The mobile device will be enrolled and shown as follows:
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+ Norules are applied to mobile devices by default.

+  You can apply device specific policy according to your requirements. See 'Manage Shield Rules' and
'‘Apply Policies to Networks, Roaming and Mobile Devices' for help to configure and deploy security
policies to mobile devices.

Shield Mobile Device App
+  Users are initially added to the list with a device status of 'Not installed":

+  Shield will send device enrollment emails to all users that you added.

EE Mobila Devices = sl New Mobile Devica
Q

o Compsany Ermail Romork Modo Status Loest LoginfLogout Activity Actions

1 wiiger lictlienafdgrmail com VPH * Mobile Agent K& ]

2 whiger graokngmailoom VPN Not installad LR -]

3 wtiger lconcetypafrippimocomm VPN + Mobile Agant Mot instoliod NiA -]

«  Users should open the email on their device. The email contains clear instructions how to install the Shield
app on Android and iOS devices:
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Comodo cDome Shield

Welcome

s using Comeodo Dome Shield to protect your company
against web based attacks and sent you this e-mail to enable protection on your
mobile device(s).

Cnce you finish the setup steps mentioned in this e-mail, vou will be able to secure
your device against all advanced threats regardless of where you are connecting
the intemet from. Web security provided with Dome Shield will work seamlessly
across 26, 3G, 4G, LTE cellular networks and Wi-fi. Just tap on the attacment, to
start protecting your device against malware, phising, botnet, all types of advanced
web attacks and hackers.

Just follow the steps to start using Dome Shield App!

INSTALL SHIELD APP FROM STORES

Install the Dome Shield App and come back to this emai

Instructions for iOS
+  Open the enroliment mail on the iOS device
«  Select 'App Store' and download the app from the Apple store.
+  After installation, select 'Activate iOS App' in the mail.

«  Next, open the app and tap the 'Shield' button
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“Dome Shield"” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPHN.

Don't Allow

+  Select 'Allow'
+  Provide the device password if requested:
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Enter iPhone passcode for
"Settings”
Add VPN Configurations

Cancel

That's it. The iOS device is successfully enrolled to Dome Shield.

+  You also need to trust the SSL certificates in iOS in order to view HTTPS pages over the VPN.

+  Goto 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' and enable full trust for root certificates.

Instructions for Android
«  Open the enrollment mail.
+  Select 'Google Play' and install the app from the Play Store.

+  Please note, the screens may vary depending on the Android version.
«  After installation, select 'Activate Android App' in the mail.

«  The activation password is copied to the clipboard after selecting 'Activate Android App'.
+  Next, tap the 'Shield" icon:
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Extract from
a3c66a3f-1f74-4187-83cd-d761a...

Enter the password to extract the
certificates.

CANCEL OK

Long press in the password field and select 'Paste’
Select 'OK'’
The certificate name field is auto-filled with the certificate's unique identifier:
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Certificate name

Certificate name
6a3f-1f74-4187-83cd-d761a7fcdd7c

Used for
VPN and apps v

Package contains:

One user key
One user certificate
One CA certificate

CANCEL 0K

9 ollo @

Main Reports About

Touch 'OK'
The VPN certificate is pre-selected in the 'Select certificate' screen:
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Select certificate

Dome Shield has requested a certificate.
Agreeing to this request will allow the
application to use this certificate with
servers from now on.

a3c66a3f-1f74-4187-83cd-d..

CN=a3c66a3f-1f74-4187-83cd- @
d761a7fcd4d7c,0=Comodo Shield
VPN,C=US

390e60a5-0394-4475-8a43-6..

CN=390e60a5-0394-4475-8a43-6
4370c7cb6f4,0=Comodo Shield
VPN, C=US

Certificate for "c19e9d4d-77..

CN=c19e9d4d-7757-4cBc-8dal-
cal4251e5312,0=Comodo Shield
VPN,C=US

59bafaab-466c-4f7b-841b-9..

CM=5%9bafaab-466c-4f7b-841b-9 O
85ch62d0b37,0=Comodo Shield
VPN,C=US

DENY ALLOW

Select 'Allow'

That's it. The app is activated and the device enrolled. Device details are shown in the 'Mobile Devices' screen in
Dome Shield:
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Important Note:

You also need to trust the SSL certificates in order to view HTTPS pages over the VPN.
+ (o to 'Settings' > 'Security'
+  Select 'Install from SD card'
+  Select 'AndroidSSLCert.pem'’
+  Enter 'AndroidSSLCert' in the 'Name the certificate' screen.
+  Hit'OK" when finished

The Shield app on the mobile device (iOS and Android) can be connected or disconnected by the user. Please note,
protection is only available if the app is connected.

+  Tap the Shield icon

The Shield app will open:

«  Main - Select the icon to connect to Shield / disconnect from Shield.
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Main Reports Aboat

+  Reports - View reports for:
+  Overall Web Browsing Trend
+  Top Target Domains
- Top Blocked Domains
«  Overall Advanced Threats
+  Top URL Categories
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Reports

12h 24h 2d 3d 5d 7d

Shiedd

Overall Web Browsing Trend

40
a0 - 30
20 20
1] 0

@ 1] ®

Iain Reports About

< @] O

«  About - Detailed information about Dome Shield
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About
Shield

What is Dome Shield

How to Enable/Disable
Can't login to Captive Portal
Share

Rate Us

How to Remove VPN

Y, olln o

Main Reports About

< @] O

«  What is Dome Shield - Brief description about the product

+  How to Enable / Disable - Instructions how to connect / disconnect to Shield

«  Can'tlogin to Captive Portal - Troubleshooting instructions

«  Share - Send the app location details to your friends

+ Rate Us - Rate the Shield app

+  How to Remove VPN - Instructions how to remove the Shield VPN
Deleting a mobile device

Web protection policies will no longer be applied when you delete a mobile device.
+  Click the trash can icon beside a device to delete it.
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© Delete Mobile Device 4

Do you want to delete this mobile device?

«  Click 'OK' to confirm removal of the device from the list.

4.4 Manage Imported Sites and Virtual Appliances

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'
The 'Sites & Virtual Appliances' area lets you:
«  Download local resolver virtual appliances for installation on your network sites
+  Register the resolvers so the networks are imported to Dome Shield
«  Manage the network sites which you have imported

See Setup Local Resolver Virtual Machines and Import Sites if you need help to install and register the
resolvers.
+  Note - the local resolver feature is only available with Platinum licenses.

Manage imported sites

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

':D";;::; S-T-T-I;‘Ia o I-"Up-urljl:_w-'. F 5ot Nmord
L ruarmuas |

H Sites £ Virtuol Applionoos How to Daploy VAs  Begister Componem & Downionad Componant

~ wigar

Hams Type P Ghatus Worslon Actions

MERC) Ll Resobar [ R LETES raGtive aaa ]

«  The links on the right side of the title bar let you download and register the VA's:

+  How to Deploy VAs - Opens guides which explain how to deploy the local resolver VA's.

+ Register Component - Enroll a virtual appliance that you have already deployed, and import the
network on which it is implemented. See Step 3 - Register the Master VA in Setup Local
Resolver Virtual Machines and Import Sites for more details.

«  Download Component - The package required to deploy the virtual appliance. See Step 1 -
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Download the Setup File in Setup Local Resolver Virtual Machines and Import Sites for more
details.

«  The interface shows a list of registered virtual appliances.
«  MSP customers can sort the list by company name.

Sites & Virtual Appliances - Column Descriptions

Column Header Description
Name Label assigned to the virtual appliance (VA) during initial configuration.
Type The kind of VA which is installed on the network.
P IP address assigned to the VA.
Status Connection status of the VA. The VA needs to be connected for Dome Shield to apply the
policies to endpoints.
Version Software version number of the VA.
Actions Remove the appliance.

The interface lets you:
«  Edit the name of the network site
+  Remove a virtual appliance
To edit the name of a site
«  Click the pencil icon beside the site name
«  Enter a new name for the site

Type

ACME

# Name Type

+  Click the 'Save' icon
To remove a virtual appliance

«  Click the trashcan icon in the row of the appliance
A confirmation dialog will be displayed.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15



Creating Trust Online®

Comodo Dome Shield - Admin Guide comMono

e =

©® Delete Last Local Resolver In This Site »

This is the last Local Resolver in this site. Deleting it will also delete Sites and
Internal Networks connected to it. Do you want to proceed ?

+  Click 'OK' to confirm removal of the appliance.
The appliance will be deleted from Dome Shield.

«  Web protection policies are no longer applied to endpoints.

+  The site will also be removed if no other appliance is registered on the same network.
Define Internal Networks and Internal Domains

+  You can define internal IP addresses or ranges within the site as network objects. This lets you apply
different web protection policies to them as required. See Add Internal Networks for more details

+  You can specify internal domains within imported sites. The resolvers will use local DNS servers to resolve
requests from the clients for these domains. This reduces bandwidth usage as requests are not forwarded
to global DNS servers. See Add Internal Domains for more details.

441 Add Internal Networks

+  Click 'Configure' > 'Objects' > 'Internal Networks'
The local resolver lets you apply tailor-made security policies to individual endpoints and internal sub-nets.

«  The internal networks interface lets you define individual IPs or ranges as objects. You can then apply
security policies to these objects.

Process in brief:
+ Add the IP address of the endpoint and/or IP range.
+  Create rules for the endpoints/internal networks.

«  Create a policy which uses the rules. The addresses you added earlier can be selected from the 'Objects'
drop-down as policy targets.

Note - A policy applied to a 'Site’ will over-rule any policy applied to its internal network objects. Dome Shield will
apply the site policy to the individual objects and ignore any individual policies for those objects.

To manage Internal Networks

+  Click 'Configure' > 'Objects' > 'Internal Networks'
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Internal Networks - Column Descriptions

Column Header Description
Company MSPs only. Name of the organization to which the network site belongs.
Site The network to which the endpoints or the sub-net belongs.
Name The label of the endpoint or sub-net.
IP The address of the endpoint or sub-net.
Actions Edit or remove the endpoint/internal network.

The interface lets you:
« Add internal networks
+  Edit internal networks
« Remove internal networks
Add Internal Network Objects
«  Click 'Configure' > 'Objects' > 'Internal Networks'
+  Click 'Add New Internal Network'

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17



cCOMODO

Creating Trust Online®

e

=

3 Bae— - # Sotup Wirard B How-ta
Add Intamal Network o
orks . Mame =+ Al New Intarnal Notwork
Camp P Actions
Wl  Please select company 1000136, 16/(32 P
wtige b WR00NEE 2932 s 0

Pleasae salect site

P Subnat

32 =

'‘Add Internal Network' dialog - Table of Parameters

Form Element Description

Name Label of the internal network object. This name appears in the object drop-
down under the network site when you create a policy.

Please select company MSP customers only.
+  Choose the company for whom you want to add the network

Please select site Choose the site to which the internal network belongs

IP IP address of the internal network in CIDR notation.

+  Enter the start IP address of the internal network block.

+  Select the network prefix from the 'Subnet' drop-down.

+  Dome Shield can accept network prefixes from /24 to /32.

+ Toadd a single endpoint, enter the IP address of the endpoint and
choose 32 as network prefix

+  Click 'Add'
The internal network object will be added to the list. It will be available in the 'Object' drop-down as a target when
creating a new policy. See Apply Policies to Networks, Roaming and Mobile Devices for more details.
Edit Internal Network Objects
You can change the site/IP address range of an internal network object at anytime.
To edit an internal network object
+  Click 'Configure' > 'Objects' > 'Internal Networks'.

«  Click the pencil icon beside the internal network object to be edited.
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The 'Update Internal Network' dialog will open.
«  The dialog is similar to 'Add Internal Network' dialog.
+  You cannot edit the name of the internal network object
+ You can edit the company, site and the IP range for the object. See the explanation above for more details
«  Click 'Update' to save your changes

The policy in effect on the internal network object will now be applied only to the endpoints covered by the new IP
address range.
Remove Internal Network Objects

The internal network objects that are no longer needed to be applied with the specific policy can be removed from
the Internal Networks list.

Once removed:

« Ifapolicy exists for the parent site to which the internal network object is a member of, the same policy will
be applied to the endpoints covered by the internal network

+ Ifno policy is applied to the parent site, the default security policy will be applied to the endpoints covered
by the internal network

To remove an internal network object
+  Click 'Configure' > 'Objects' > 'Internal Networks'.
+  Click the trash can icon beside the internal network object to be removed.

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 19



cCOMODO

Creating Trust Online®

.-’/’

L # Setup Wizard == How-to
@ Delete Internal Network

+ Add Now Intaernal Notwaork

30 wou want to delote this internol network?

. -

+  Click 'OK" in the confirmation dialog to remove the internal network object.

442 Add Internal Domains

+  Click 'Configure' > 'Objects' > 'Internal Domains'
«  The resolvers will first check for local DNS requests from endpoints in imported sites

+ Ifthe request is for an internal domain then the resolver handles it using local DNS servers. This is instead
of sending the request to Dome's public DNS servers, saving your bandwidth.

To manage internal domains in imported sites

+  Click 'Configure' > 'Objects' > 'Internal Domains'
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Internal Domains - Column Descriptions

Column Header Description
Company MSPs only. Name of the organization to which the internal domain belongs.
Domain The name of the internal domain.
Remark A short description of the internal domain.
Actions Edit or remove the internal domain.

The list contains two default items, including non-publicly routable address spaces and the local domains in the
networks.

The interface lets you:
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« Add internal domains
« Edit internal domains
+  Remove internal domains
Add Internal Domains
+  Click 'Configure' > 'Objects' > 'Internal Domains'
+  Click 'Add New Internal Domain'
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'Add Internal Domain' dialog - Table of Parameters

Form Element Description

Domain Name The registered name of the internal domain.

+  Enter the full domain name (without https:/, http://, or www)

- Prefix the domain with a wildcard character to include all sub-
domains. Wildcard character = *.

For example: *.internaldomain.com

Please select company MSP customers only.
+  Choose the company for whom you want to add the network

Remark A short description of the internal domain

«  Enter the parameters and click 'Add".
The internal domain will be added to the list.

Edit Internal Domains
+  Click 'Configure' > 'Objects' > 'Internal Domains'
«  Click the pencil icon beside the internal domain you want to edit.

+  Enter the domain name, company and any remarks in the configuration dialog:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 121



cCOMODO

Creating Trust Online®

."/’

ca-=——- = # Setup Wizard Bl How-1o

| Update Internal Domain o

# Add Mow Intarnal Domioin

MY COMPany.com

| Please solect company

viigar

| Remark

+  Click 'Update' to save your changes.
- Configuration is similar to the 'Add Internal Domain' process
+  You can edit the company and internal domain name. See the explanation above for more details

Remove Internal Domains

+  Click 'Configure' > 'Objects' > 'Internal Domains'
«  Click the trash can icon beside the internal domain to be removed.

© Delete Internal Domain 4

Do you want to delete this internal domain?

+  Click 'OK" in the confirmation dialog to remove the internal domain from the list
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5 Manage Sield Rules

The 'Policy Settings' area lets you create and manage security rules which can be added to your security policies.

+  Click 'Configure' on the top menu. The 'Policy Settings' menu is on the left:
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fcurity Rules

Policy Settings
& Rule Name
Security Rules

1 Default Security Rule
2 All Security Categories Included
3 Block Phishing - Malware - Botnet

«  Policies consist of security rules, category rules, and blacklist/whitelist rules. You can add one rule of each
type to a policy.

+  You can also create block pages which are shown to users who visit resources that you have banned.

«  There is a default security rule that blocks phishing, malware and spyware websites. This rule can be used
as part of a policy, or you can configure new security rules as required.

+  Rule changes are instantly deployed. Any edits you make to a rule are automatically reflected in any
policies which use the rule.

+  You can customize the block pages used in a policy. For example, you can specify different block pages for
category, security and blacklist rules. You can create custom block page messages and have the option to
redirect users to a different URL.

+  Black and whitelists over-rule any 'Security' or ‘Category’ rules, allowing you to create exceptions in your
policy.
+  Click 'Configure' > 'Policy' > 'Check Domain Category' to view the details of each category.
Click the links below for more help:
+  Manage Security Rules
+ Manage Category Rules
+ Manage Domain Blacklist and Whitelist
«  Manage Block Pages
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5.1 Manage Security Rules

«  Comodo operates a huge database of harmful websites categorized by threat type. Dome Shield uses this
database to power its security rules.

+  Security rules let you block access to sites known to host specific types of threat. Security rule categories

include:

+  Malware « P2P Nodes «  PUADomains

+  Botnet/c2c Servers/Bot « Fake AV +  Remote Access
Infected Sources . Blackhole/Sinkhole Services

«  Phishing Systems «  Self Signed SSL Sites

«  Spyware « VPN Servers +  Domains with no MX

« Webspam - Mobile Threats records

«  Drive-by Downloads - Known DDoS Sources - Spam Sources

«  Tor Nodes - Bitcoin Related - Brute Forcer/Scanner

+  Click 'Configure' > 'Policy' > 'Check Domain Category' to view these categories in the interface.

+  Dome Shield ships with a default security rule that blocks phishing, malware and spyware websites. You
can use this rule in a policy, or you can configure custom rules as required.

+  Click 'Configure' > 'Policy Settings' > 'Security Rules' to open the 'Security Rules' area:
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Security rules interface - Column descriptions

Rule Name The name of the rule
Remark Comments provided for the rule
Actions Controls to edit / delete the rule
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The interface lets you:
+  Create a new security rule
- Edit a security rule
« Delete a security rule
Creating a new security rule
«  Click 'Configure' > 'Policy Settings' > 'Security Rules'
«  Click '+ Create Security Rule' at the top-right

+ Create Security Rule

Remark Actions

Create Security Rule é"'/, b4

Name Settings

Name

Remark

«  Name and remarks - Create a label for the rule and add any comments. These should help you, or another
admin, identify the purpose of the rule.

+  Click 'Next' if you want to save your rule at this point.
OR

+  Click 'Settings' to configure the security categories that you want to allow/block:
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Create Security Rule ®
Name Settings
M
Mabware Domains Allowed
Botnet/C2C Servers/Bot Infected Sources Allowed
Phishing Allowed
Spyware Allowed
W
Crecte
+  Use the switches on the right to allow or block sites in a specific category
+  Click the 'Create' button to save your rule
Your new security rule will now be available for selection when creating a policy.
Edit a security rule
. Clickthe edit # button on the right side of the rule you wish to edit:
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The 'Update Security Rule' dialog will appear. The dialog is similar to the 'Create Security Rule' dialog explained
above.

+  Modify the name, description and/or category settings per your requirements.
+  Click the 'Update' button
Any policies containing the rule will be updated accordingly.
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Delete a security rule
You cannot delete a rule that is currently active in a policy. You have to remove the rule from all policies before
deleting it.

. Click the trash canicon ¥ beside a rule to delete it.
A confirmation dialog will be displayed:

@ Delete Security Rule ®

Do you want to delete this rule?

Cancel m

«  Click 'OK" to confirm rule deletion.

5.2 Manage Category Rules
+  Category rules let you control access to websites based on their content type. For example, you may wish

to block access to adult websites, comedy sites, social media sites or sports websites.

«  Security rules focus on harmful categories like phishing and malware. Category rules let you apply
policy to sites falling under a broader range of topics.

+  You can add multiple website categories to a single category rule. Category rules are another component of
a policy, in addition to security rules and B/W lists.

+  Click 'Configure' > 'Policy Settings' > 'Category Rules' to open the category rules area:
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Category Rules - Table of Column Descriptions

Column Header Description
Rule Name The label of the rule
Remark Comments provided for the rule
Actions Edit / delete the rule

Related information:

«  Click 'Configure' > 'Policy' > 'Domain Classification Requests' to find the category of a particular site.

+ You can also propose a new category and recommend that an unclassified site is added to our database.
See Domain Classification Requests if you need help with this.

The category rules area lets you:
+  Create a new category rule
- Edit a category rule
+ Delete a category rule
Create a new category rule
+  Click 'Configure' > 'Policy Settings' > 'Category Rules'
+  Click 'Create Category Rule" at the top right
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Name Settings

Name

Remark

- Enter an appropriate name for the category rule in the ‘Name' field.
+  Enter a description of the rule in the 'Remark’ field, if required.
«  Click 'Settings' or 'Next' to choose which categories you want to block/allow:
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Create Category Rule x

Name Settings

Select Category

None -
~
| | ﬁ x
Adult [ Sexual
Mudity
Fornography
Adult Content

Intimate Apparel 8 Swimwear
Personals & Dating
Arts & Entertainment

Media Sharing

«  Use the 'Select Category' drop-down to choose the types of website you wish to block.

«  Main categories are shown in bold text, with sub-categories listed underneath. If you select a main
category, all sub-categories will be automatically selected. Please review and deselect any sub-categories
you wish to allow.

+  You can add multiple categories to your rule. The number of categories you have added will be displayed at
the end of the list:

Create Category Rule b 4

Name Settings

Select Category

Media Sharing, Information Security, Online Services, .. (E} -

«  Click the 'Create' button at the bottom of the dialog when done.
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The website category rule will be added to the list and will be available for selection when creating a policy.

Edit a category rule
. Clickthe edit # button on the right of a rule:
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The 'Update Category Rule' dialog will appear. The dialog is similar to 'Create Category Rule' dialog explained
above.

+  Modify the name, description and/or category settings per your requirements.
+  Click the 'Update' button
Any policies which use this rule will be updated accordingly.
Delete a category rule
You cannot delete a category rule that is currently active in a policy. You have to remove the rule from all policies
before it can be deleted.
- Click the trash canicon ¥ beside a rule to delete it.

A confirmation dialog will be displayed.

© Delete Category Rule b4

Do you want to delete this rule?

«  Click 'OK'" to confirm removal of the rule from the list
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5.3 Manage Domain Blacklist and Whitelist

Black and white lists let you block or allow specific domains. Black/white lists are often used to create exceptions to
security/category rules.

+  You can add specific websites to a blacklist or whitelist according to your organization's web security
policies.

+  Black and whitelists over-rule category and security rules. E.g. - If you block shopping sites in a category
rule, but add 'shop.com' to the whitelist, then 'shop.com' is allowed.

+ If you enable 'Only B/W Mode' when configuring a policy, then only the black and white lists are consulted.
All security and category rules are ignored.

+  Click 'Configure' > 'Policy Settings' > 'B/W Lists' to open the 'B/W Lists' area:

COMODOD —

Dome 8h|eld Overview Reporting{ Configure JAccount

= Domain B/W Lists

Policy Settings
# Rule Name

1 Blacklisted Domains
B/W Lists « 2 Whitelisted Domains
3 sharefile.com

4 For Company LTD

MSE Control 5 Whitelist Test

The list of B/W list rules will be displayed.

Domain B/W Lists - Table of Column Descriptions

Column Header Description
Rule Name The name of the domain B/W list
Remark Comments provided for the rule
Type Indicates whether the rule is categorized as Whitelist or Blacklist
Actions Controls to edit / delete the rule

The interface allows you to:
«  Create a new domain blacklist / whitelist
- Edit a domain blacklist / whitelist

« Delete a domain blacklist / whitelist
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Create a new domain blacklist / whitelist
+  Click 'Configure' > 'Policy Settings' > 'B/W Lists'
«  Click 'Create B/W List' at the top right

PN #SetwpWizord = Howto
Create B/W List {___‘_____‘______—:_
Name  Settings ~— + Croate B/W List )
Hame Type Actians
N [ su
BIR  penarn Whitetist il
Whitelist I
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Pa Whitetist ]
it Whitotist e

+  Enter an appropriate name for the list in the ‘Name' field.
+  Enter a short description for the B/W list in the 'Remark’ field, if required.
+  Click 'Next' or 'Settings' to add domains you want to blacklist or white-list.
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Create BfW List »

Name Settings

If you want to whitelist/blacklist main domain and all of its subdomains, please
add main domain to the list.

Example: 'domain.com’

Whitelist @ Blacklist

Domains

Please add at least one domain.

«  Select Whitelist' or 'Blacklist' as required and enter the domain name without the 'http://' or 'https:/I" prefix.
+  Click the '+' button to add the domain to the rule. Repeat the process to add more domain names.
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Create BfW List »

Name Settings

If you want to whitelist/blacklist main domain and all of its subdomains, please
add main domain to the list.

Example: 'domaincom’

@ whitelist Blacklist
Domains
www.pizzahut.com o
www.saravanabhavan.com o
+ |
Crecte

«  Toremove a domain name, click the trash can icon @
+  Click the 'Create' button at the bottom of the dialog when finished.
The domains will be added to B/W list and the list will be available for selection when creating a policy.

Editing a domain blacklist / whitelist

«  To update a B/W list, click the edit # button beside the rule
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The 'Update B/W List' dialog will appear. The dialog is similar to 'Create B/W List' dialog explained above.
+  Modify the name, description and/or domains in the B/W list as per your requirements.
+  Click the 'Update' button.

Please note that the policy/policies containing the B/W list will also be updated according to the new settings and
name.

Deleting a domain blacklist / whitelist
Please note that you cannot delete a B/W list that is currently active in a policy. You have to disable the B/W list in all
policies before deleting it.

- Click the trash canicon ¥ beside a BIW list to delete it.

A confirmation dialog will be displayed.

© Delete B/W Rule ®

Do you want to delete this rule?

«  Click 'OK" to confirm removal of the rule from the list
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5.4 Manage Block Pages
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'

Block pages are shown to end-users when they attempt to visit a site that is banned by one of your policies. This
includes users of endpoints on your enrolled networks and all roaming endpoints.

+  You can create any number of block pages and apply them to different policies.
+  You can customize the content and behavior of block pages. The available options are:

«  Show the same block page for all types of of rule violation

«  Show different block pages for category, security and blacklist rule violations
«  Display custom block messages with your custom banners

+  Redirect users to a specific web-page

+  You need to install the Dome Shield SSL certificate on all protected endpoints. This so the block page
displays correctly over HTTPS connections.

coMoDO .
J Oworvios Bopoarting  Configure  Rooount Fsotup Winord 1l Howe-1o
Dome Shie i -
Block Pages & Downdood Cortificote  # Add o New Block Faga
= Haorria Rarnori Actiang
1 blockpage £

Block Pages - Table of Column Descriptions

Column Header Description
Name Label of the block page
Remark Comments provided for the page. The name and remark should identify the purpose of the
page.
Actions Controls to edit / delete the block page

The following sections explain how to:
+  Create a new block page
+ Install an SSL certificate for block pages
- Edit a block page
+ Delete a block page
Create a Block Page
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'
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+  Click 'Add a New Block Page' at top-right

# Sotup Wizard B How-to

£ Download Certificatel_+4 Add o Now Block Page

Create Block Poge é’_’_’_”/_ % oo

Marme Sattings

Nama

Rermark

+  Name - Enter a descriptive label for the block page

«  Remark - Type internal notes/comments about the page if required. Text you enter here will not be shown in
the block page itself.

«  Click 'Next' or 'Settings' to configure the block page

Create Block Page x

Name Settings

1. Choose Block Page Contont (8) show o single page for ol biseked domeine O Shonw cifferant poges for blocked domains

Redirect to url
2 Choose Logo
& Upload image
Bk PO [rauiin
i Domain Blocked @
Your image goes here Your message gooes hare

B Create
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You now need to create your block page content and upload your logo:
Step 1 - Configure Block Page Content

First, choose whether to show a single block page or different block pages:

«  Show a single page for all blocked domains - A single block page or redirect page is shown
regardless of which type of rule is violated.
- Show different pages for blocked domains - Show specific block pages if a certain type of rule is

violated. You can show different pages for category rule breaches, security rule breaches and blacklist
rule breaches:

Create Block Page x

Mame Settings

1. Choose Block Page Content O Show o singla poga for ol biockod domioins @ Shiws differant pagas for biocked domains
Category
Rediract ta url
Sacurity
Redirect to url
Blacklist

Redirect to url

+  You can type a custom message for each page if required.

«  Alternatively, you can use the default message of 'Please contact your system administrator for your access
policy'

+  You also have the option to redirect to a specific URL instead. Please specify the full URL if you use this
option. For example, https://www.example.com/security-redirect-page.php .

Step 2 - Upload Your Logo
+  The interface shows the Dome Shield logo on the block page by default.
+  You can change this to your own company logo by uploading a suitable .png or .svg file
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COMODO . Domain Blocked @
Dome S)' ”8[(—1 Please contact system administrator for your access policy.

+  Click 'Upload Image" under 'Choose Logo'. Browse to the location of your image and click 'Open’

Elock page preview

. Domain Blocked @
Your Image §0es here Your message goes here

I Category View |~

Note: Max. file size = 50 kb. Images must be in.png or .svg format

Your image will appear on the left:
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2. Choose Logo

Block page preview

Domain Blocked @
The website is blocked as per
netwark policy

I Category View |v Use defaultimage

«  Use the slider below the image to enlarge or reduce the image. Position the image within the red border as
desired.

A preview of your block page will appear on the right.
+  Use the drop-down below the preview to view your block pages for security, category and blacklist rules.
+  'Use default image' — The Dome Shield logo is shown as the block page.
+  Click 'Create'

The new block page will be available for selection when creating a policy.

Install SSL certificate for block pages
+  Endpoint browsers may show an error message when some HTTPS pages are blocked by Dome Shield.
+  You can avoid these errors by installing the Dome SSL certificate on all protected endpoints.
Download and install the certificate
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'
+  Click 'Download Certificate' at top-right
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Opening blockpage.pem

You have chosen to open:

| blockpage.pem
which is: pem File (2.1 KB)

from: https://shield. dome.comodo.com

What should Firefox do with this file?

/
v

Browse..,

@Eﬁave File

[]De this autormatically for files like this from now on.

QK Cancel

Actions

& W

The certificate will be downloaded in .pem format.

There are two steps to install the certificate on endpoints:

«  Step 1 - Add the 'Certificates' snap-in to Microsoft Management Console (MMC) (if not already done)

- Step 2 - Import the certificate to the trust certifcate store

Step 1 - Add 'Certificates' snap-in to Microsoft Management Console (MMC)
«  Open the 'Run' dialog (Win' key + 'R’)
«  Type'mmc'in the 'Run' dialog:

= Run

Dpen:

Type the name of a program, folder, docurment, or Internet
resource, and Windows will open it for you.

mmc w

IQI( Cancel Browse...
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+  Click 'File' > 'Add/Remove snap-in' in the console interface
+  Select 'Certificates’ in the list on the left. Click 'Add' to move it to the list of selected snap-ins.

Consolel - [Console Root]

ction View Favorites Window  Help

< Mew Ctrl+M

[ —= Open... Ctrl+ O . Actic
Save Ctrl+5 Gk
e s There are no itemns to show in this view. =4

. (:E)

Uptromeo:
Recent File

Exit

cCOMODO

Creating Trust Online®

Add or Remove Snap-ins >
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-n Vendaor A [ console Root Edit Extensions... |
_Av:tive.!( Caontrol Microsoft Cor... Femove
Authnrizaﬁon Manager Microsoft Cor...

] Certificates Microsoft Cor...

. Component Services  Microsaft Cor... Move Up

;i' Computer Managem Microsoft Cor...

.1. Device Manager Microsoft Cor... i s

o Disk Management Microsoft and...

@ Event Viewer Microsoft Cor...

.| Folder Microsoft Cor...

=] Group Policy Object ... Microsoft Cor...

@ IF Security Monitor Microsoft Cor...

@ IP Security Policy M...  Microsoft Car...

% Link to Web Address  Microsoft Cor... |, i Advanced T

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
| Cancel
+  You will be asked to select the computer and account to which the snap-in should be added:
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Certificates snap-in x

This snap-n will always manage certificates for:
() My user accourt
() Service account

(®) Computer account

< Back Mext = Cancel
«  Select 'Computer account' and click 'Next'
+  Select 'Local computer' and click 'Finish'":
Select Computer >

Select the computer you want this snap4n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Another computer; Browze...

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Cancel

+  The snap-in will be added to the list on the right
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Add or Remove Snap-ins Pt

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-in vendar ~ | Console Root Edit Extensions...

£, . ) Certificates (Local Computer)

] ActiveX Control Microsoft Cor. .. Remoye

Authu::rizatinn Manager Microsoft Cor... 3

B Certificates Microsoft Cor. ..

. Component Services  Microsaft Cor... Move Lip

;k Computer Managem Microsaft Cor. ..

.j.- Device Manager Microsoft Cor. .. o oiabo

e Disk Management Microsoft and. ..

Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

o ' . )

=] Group Policy Object ... Microsoft Cor..,

@ IP Security Monitor Microsoft Cor...

@, IP Security Policy M...  Microsoft Cor. ..

%_’, Link to Web Address ~ Micosoft Cor... Aiancei
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Corcel

«  Click 'OK' to add the snap-in to the console.
+  Leave the console open. You will need it for step 2...
Step 2 - Import the certificate to the trusted certificate store
+  Expand the 'Certificates (Local Computer)' tree on the left of the MMC console
«  Select 'Trusted Root Certification Authorities' :
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ﬁ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities] — O >
ﬁ File Action View Favorites Window Help -8 %
L ol RN (W =N NENETN 7 )i

[ ] Console Root Object Type Actions

W Iﬁ] Certificates (Local Computer) S

| Persanal
QTrusted Root Certification Am@

|| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers More Actions 4

| Untrusted Certificates

| Third-Party Root Certification Authoriti

[ ] Trusted People

|| Client Authentication lssuers

| Preview Build Roots

[ eSIM Certification Authorities

| Homegroup Machine Certificates

| Remote Desktop

| Srnart Card Trusted Roots

71 Trusted Devices

] Windows Live |D Teken |ssuer

Mare Actions b

Certificates -

«  Click 'More Actions' > 'All Tasks' > 'Import', on the right:

tion Authorities] = O >
- ([
Actions
Trusted Root Certific... &
> Find Certificates...
Find Certificates... >
Import... N View »
|| Lg” Mew Window from Here
— Mew Taskpad View...
Refresh
Export List...
Help

The certificate import wizard will start:
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=& Certificate lmport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwaork
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Mext,

Cancel

+  Click 'Next' to open the certificate selection screen

+  Click '‘Browse', navigate to the location of the certificate and select 'blockpage.pem":
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>
€ =% Certificate Import Wizard
File to Import
Spedfy the file you want to import.
File name:
| | Browse...
Mote: More than one certificate can be stored in a single file in th owing formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12
Cryptographic Message Syntax Standard- P Certificates (,P7E)
Microsoft Seriglized Certificate Store
Cancel
Open = >
A « Loca.. » Dome Shield Agent v O Search Dome Shield Agent 2
Organize Mew folder B H @
Share o~ Mame Date modified Type
Suspicious Files [ blockpage.pem 7/5/20183:02PM  PEM File
& OneDrive ﬁ! cShieldfgent_BREOCpoRM_installer T/5/2018 1:29 PM Windows
E This PC
_J 30 Objects
B Desktop
£ Documents
‘ Downloads
Jﬁ Music
& | Pictures
ﬂ Videos
2 Local Disk (G} v £ >
File name: | blockpage.pem ~| | All Files (%) ol
Open Cancel

Tip: If the .pem file is not showing, select 'All Files' as the file type.
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+  Click 'Open'

& ¢ Certificate lmport Wizard

File to Import
Spedfy the file you want to impaort,

File name:
C:\Dome Shield Agentiblockpage. pem Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Cancel

+  Click 'Next'.
«  The next step is to choose the certificate store.

& L% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities | Browse. ..

Cancel

«  Confirm that the "Trusted Root Certification Authorities' store is pre-selected and click ‘Next'
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€ o Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User  Trusted Roat Certification Authorities
Content Certificate

File Mame C:\Dome Shield Agentblodipage. pem

Finish Cancel

+  Click 'Finish' to import the certificate.

Certificate Import Wizard =

o The import was successful,

«  Click 'OK'" to exit the wizard.

Microsoft Management Conscle >

| Save console settings to Console1?

Yes Mo Cancel

+  Click 'Yes' in the console close dialog to save your changes.
Mozilla Firefox browser users

+  Firefox uses its own certificate store instead of the Windows store (which is used by Chrome and Internet
Explorer/Edge).

+  You need to import the certificate to the Firefox store if you want your block page shown in Firefox.
Import the certificate to Firefox certificate store

«  Open Firefox

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 150



cCOMODO

Creating Trust Online®

+  Click the hamburger icon at top-right and choose 'Options'
- Click 'Privacy & Security' on the left then scroll down to the 'Certificates' area
+  Click 'View Certificates' to open the certificate store:

'm' General
Q Home
Q Search

Allow Firefox to send backlogged crash reports on your behalf Learn more

Security

Deceptive Content and Dangerous Software Protection

a Privacy & Security

c Firefox Account ¥ Block dangerous downloads

v Block dangerous and deceptive content Learn more

¥ Warn you about unwanted and uncommon software

‘When a server requests your personal certificate

Select one automatically

®  Ask you every time

& Query OCSP responder servers to confirm the current validity of

View Certificates.

certificates

@ Firefox Support Security Devices...

e

=

L9

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device B

~AC Camerfirma S.A. =
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token

vAC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

vACCV
ACCVRAIZ1 Builtin Object Token

vActalis S.n.A./03358520967 i

View... Edit Trust... Export... Delete or Distrust...

oK
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«  Select the 'Authorities' tab
+  Click 'Import'

‘, Select File containing CA certificate(s) to import >
s v A ; « Locaw »* Dome Shield Agent v | () Search Dome Shield Agent 2

Organize ¥ Mew folder > O @

& OneDrive e Mame Date modified Type

1 blockpage.pem 7/5/2018 3:02 PM PEM File
I This PC ] blockpage.p

_J 30 Objects

© [ Desktop

|E| Documents

-‘- Downloads

J'ﬁ Music

= Pictures

m Videos

= Local Disk ()
B8 CD Drive (D:) CP

ol mbor..— .l g *

File name: | blockpage.pem i Certificate Files e

Open Cancel

+  Browse to and select 'blockpage.pem' then click 'Open'.

Downloading Certificate >

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "comodo.com.tr” for the following purposes?

A Trust this CAto identify websites.)

[ Trust this CAto identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

QK Cancel

«  Select Trust this CA to identify websites' and click 'OK’
The certificate will be imported to the Firefox store:

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 152



Creating Trust Online®

Comodo Dome Shield - Admin Guide comono

."/’

EVS

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device B
COMODO RSA Organization Validation Secure Server CA Software Security 2
COMODO ECC Domain Validation Secure Server CA 2 Software Security
COMODO RSA Domain Validation Secure Server CA Software Security

~ComodoTR
comodo.com.tr Software Security
~ComSign
ComSign CA Builtin Object Tok
~Cybertrust, Inc
Cvbertrust Global Root Builtin Obiect Tok ¥

View... Edit Trust... Import... Export... Delete or Distrust...

QK

+  Click 'OK' to save your changes.
Edit a Block Page

«  To update a block page, click the edit # button beside the page in the list

Update Block Page

T nup Wizord B2 How-to
x

Name Sattings e S o

Homa

Blacklist Blockpage

Remark

The 'Update Block Page' dialog will appear. The dialog is similar to ‘Create Block Page' dialog explained above.
+  Modify the name, description and/or block page settings, messages as per your requirements.
+  Click the 'Update' button

Please note that the policy/policies containing the block page will also be updated according to the new settings and
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name.

Delete a category rule

You cannot delete a block page that is currently active in a policy. You have to remove the block page from all
policies before deleting it from the list.

. Click the trash canicon @ beside a rule to delete it.
«  Click 'OK" to confirm the removal:

@ Delete Block Page ®

Do you want to delete this block page?

6 Apply Policies to Networks and
Roaming/Mobile Devices

+  Click 'Configure' > 'Policy' to open the 'Policies' screen
«  Apolicy is a security profile which contains at least one 'Security Rule', 'Category Rule' or 'Black/White list'.

+  You add the rules to a policy then apply the policy to a device or network. You can also add block pages
which are shown when users visit a banned website.

«  You must have already created at least one rule before you can create a policy. See 'Manage Shield
Rules' for help.

«  You must also have added at least one device or network, or have imported a site using the local resolver.

+  See Add Networks, Roaming Endpoints and Mobile Devices to manually add networks and
devices

«  See Setup Local Resolver Virtual Machines and Import Sites to setup a local resolver and
automatically import a network site.

+  You can create multiple policies. You can add multiple networks/devices to a single policy.
+  You can also apply policies to internal network objects covering a single endpoint or IP address block
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COMODO —

Dome Shield
eow

Policy iZ Policies Domain Classification Requests &' Check Policy ~ 4 Add New Policy

# Policy Name Remark Actions
1 Network Policy for networks PR
2 Agent For mobile devices Fa |
3 ova policy To block OVA site & o

«  The links on the right of the title bar let you:

« Add New Policy - Create a new policy and apply it to networks, devices and imported network
sites. See Create a new policy for help with this.

- Domain Classification Requests - View the category of a domain, suggest a different category,
and propose an unclassified site is added to our database. See Domain Classification Requests

«  Check Policy - Test whether your rules function correctly. See Test whether your policy works
for help.

The following links contain help on this interface:
+  Create new policies and deploy them to networks and devices
+ Edit a policy
«  Test whether your policy works
« Delete a policy
Create a new policy
«  Click 'Configure' > 'Policy'
+  Click '+ Add New Policy'
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ling Configure Account # Setup Wizard Z|How-to ) Testimonials
Domuain Classification Requests &' Check Policf ~ 4 Add pew Policy

Remark Actions
Add Policy <« x
Select Objects Settings
Policy Name Objects
l None -
This field should be between 1100 characters. Ploase sclect an object.
Remark

+  Policy Name - Enter a label for the policy

+  Objects - Select the items to which the policy should apply. This can be a network, roaming device,
site, internal network or mobile device. You can select multiple instances of each.

+  Note - The 'Objects' menu only shows networks, devices or sites that do not yet have a policy.

Add Policy o

Select Objects Settings

Policy Name Objects

(H

Networks

MNew Policy ‘

Remark

» Kanchildly | ACME Ammunitions
Sites

»Coyote | postprodtest

Internal Networks
»Sales 2| Coyote | postprodtest
»Sales Team | Coyote | postprodtest

* Marketing Team | Coyote | postprodtest =

«  Networks - List of manually added networks

«  Agents - List of roaming Windows and Mac OS devices enrolled by installing the Dome Shield
agent

+  Mobile Agents - List of enrolled Android and iOS devices
- Sites - List of network sites imported by deploying the local resolver VA
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+ Internal Networks - Internal network objects within imported sites. Note - Policies applied to a site
will over-rule policies applied to internal network objects.

+  You can apply a policy to any number of objects.
+  Remark - Enter a description for the policy (optional)
- Click 'Next' or 'Settings' to configure the policy:

Add Policy o

Select Objects Settings

Only B/W Mode Disabled () Block All Mode Disabled 8 () Safe Search Disabled & ()
Security Rule Category Rule
None - ‘ None -

Please select at least a Security Rule or a Category Rule or a B/W List
Domain B/W List

Name Type
1000b1 BlackList
whitelist Whitelist
Block Page Appearance A
None =

«  Only B/W Mode - If enabled, only you will only be able to add blacklist and/or white-list rules to this
policy. You will not be able to add security or category rules to the policy. By default, this setting is
disabled.

+  Use the switch to enable or disable 'Only B/W Mode'

+  Block All Mode - If enabled, all domains are blocked EXCEPT the domains mentioned in the
whitelist(s) selected for this policy. You can only add whitelists to the policy under this setting.

«  Use the switch to enable or disable 'Block All Mode'

- Safe Search - Activates the content filtering feature of search engines like Google, Bing and Yahoo.
Safe search eliminates explicit and potentially offensive websites from the results page of a search.
This setting is disabled by default.

- Use the switch to enable or disable safe search.

+  Security Rule - Select a 'Security Rule' to block websites that host specific types of threats. The drop-
down lists security rules that have been added in the 'Policy Settings' section. See 'Manage Security
Rules' for more details.

+  Category Rule - Select a 'Category Rule' to block websites by content-type. The drop-down lists
category rules that have been added in the 'Policy Settings' section. See 'Manage Category Rules' for
more details.

- Domain B/W List - Select a black/white list to block specific domains. B/W lists added to the the
'Policy Settings' section are shown in the dialog.

«  Select the B/W list(s) you want to add to the policy.
See 'Manage Domain Blacklist and Whitelist' for more details.
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Please note - B/W lists will over-rule security/category rules in the event of a conflict over a
particular domain.

«  Block Page Appearance - Choose the block page to be shown to users if they try to visit a site
prohibited by your policy. The drop-down displays block pages added via the 'Policy Settings' area. See
Manage Block Pages for more details.

«  Note - The block page is shown on all devices to which the policy is applied, except mobile
devices.

Example policy settings are shown in the following screenshot:

Add Policy o

Select Objects Settings

Only B/W Mode Disabled D Block All Mode Disabled & ‘:) Safe Search Disabled @ D
Security Rule Category Rule
Default Security Rule = For Office Network =

Domain B/W List

Name Type
Social Media BlackList B
Eateries WhitelList n
For Shopping Addicts BlockList
Banned Food Delivery BlockList n
Block Page Appearance A
For Office Staff bt

+  Click 'Add' to save your policy.
The policy will be applied to the chosen networks and devices.
Edit a policy
+  Click 'Configure' > 'Policy'
+  Click the edit button in the row of the policy you want to update:
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Overview Reporting Configure Account / Setup Wizard EEHow-to & Testimonials
£Z Policies Domain Classification Requests (& Check Policy = <4 Add New Policy
& Policy Name Remark Actions

1 New Network Policy Policy for ACME network

2 Mobile Device Policy

Update Policy x
Select Objects Settings
Policy Name Objects
New Network Policy ‘ ‘ Kanchildly | ACME Ammunitions h
Remark

Policy for ACME network

The 'Update Policy' dialog appears. The dialog is similar to the 'Add Policy' dialog explained above.
+  Modify the name, description and/or settings as required.
+  Click the 'Update' button

The updates will be applied to all devices on which the policy is active.

Test whether your policy works

The policies interface lets you check whether your rules are functioning correctly on your networks and roaming
devices.

+  Login to Dome Shield from any endpoint in an enrolled network, or from an enrolled roaming/mobile device.
+  See Logging-in to the Administrative Console if you need help with this.

«  Click 'Configure' > 'Policy’

+  Click 'Check Policy" at the top-right
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tion Requests [ Che%Policy + Add New Policy

Check Security Rule

Smark
Check Category Rule

Check Blacklist Rule

O In order to validate the policy set
is working properly, please click
above links per rule type.

+  Check Security Rule - Test whether policy security rules are working correctly on your devices

«  Check Category Rule - Test whether policy category rules are working correctly on your devices

«  Check Blacklist Rule - Test whether policy blacklist rules are working correctly on your devices
You need to repeat this process on each device you want to test.

You will see the following message if the rule is active:

comMobo Secqrity Rules are
Dome Shield applied.

If you're seeing this page, it means security rule for
blocking malicious sites are successfully enabled and you
are protected against millions of malicious sources.

You will see the following if the rule is not active:

Security Rules are NOT
applied.

If you're seeing this page, it means security

cCOMODO rule for blocking malicious sites are not

Dome Shleld enabled and you are not protected against
millions of malicious sources. Application of a

l rule may take several minutes after the

|

creation of policy.

If you're still seeing this page after waiting for
a while, you may need to contact Dome
Support Team via
domesupporti@comodo.com
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Please check that you have configured your policy correctly and that you have applied it to target devices.
Delete a policy

«  Click 'Configure' > 'Policy’

+  Click the trash can icon beside a policy
A confirmation dialog is shown:

@ Delete Policy ®

Do you want to delete this policy?

Cancel m

+  Click 'OK" to confirm removal of the policy from the list.
The policy will be removed from the networks/endpoints/devices on which it was active.

7/ Domain Classification Requests

Click 'Configure' > 'Policy' > 'Domain Classification Requests'.
«  Dome Shield uses a massive database of websites which are classified into various categories.
«  These website categories can be added to a 'Category Rule'.
+  You can then add the rule to a policy to allow or block sites in the category.

Domain classification tools:

+ You can suggest a category for a new domain. For example, you might find a gambling site which is not yet
recognized by the filter.

+  You can also suggest a different category for an existing domain if you think it has been incorrectly
classified.

Your submission will be analyzed by Comodo. The status of your request can be viewed in the interface.
Open the 'Domain Classification Requests' area

«  Click 'Configure' > 'Policy’

+  Click 'Domain Classification Requests' on the title bar
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COMODD — ™
H Overviow Reporting Configure Account # Sotup Wizard B How-to O Testimonials
Dome Shield poring Tona o ’

Policy iE Policies = Domain Glossificotion Requests ¥ Check Policy = 4 Add New Policy

i Palicy Narmea Romark Actions

1 Mew Network Policy Folicy for ACME network |
£= Domain Classification Requests i How It Works < Request Category Change
| Q | E Total Iterms, Page 1of1
Proposed New Request Request
# Domain Category Category Category Date Stotus Actions
| comodoca.com Business Informaotion Informaotion 2018-06-25 Accepted Mo Action Taken
Security Security 0B:58PM
2 howstuffworks.com Public Education Education 2018-06~25 Accepted Mo Action Taken
Information & & 05:22PM
Reference Refarence
3 www.pachaiyappasin Shopping 2018-06-25  Accoptad No Action Taken
0529PM

4 www.kaumaramcom Religion 2018-06-25 Accepted Mo Action Taken

The interface shows a list of all previous requests.

Domain Classification Requests

Domain The URL of the website for which you have requested a category change.

Category Class of websites to which the site currently belongs. This is available only for sites that are
already in our filtering database.

Proposed Category | The class of sites that you have suggested for the domain.

New Category The class of sites to which the domain was assigned after analysis by Comodo.

Request Date The date and time at which the request was submitted.

Request Status Whether the request was accepted or rejected.

Actions Whitelist or blacklist the domain, or remove the request entirely. See 'Whitelist/Blacklist a

Domain' for more details.

+  Submit a domain classification Request
+  Whitelist/Blacklist a Domain
Submit a Domain Classification Request

You can submit a domain classification request if you think a site should belong to a specific category.
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+  Click 'Configure' > 'Policy' > 'Domain Classification Requests'

+  Click 'Request Category Change'

P — 7 Setup Wizard  BEHow-to

| Request Category Change x

jat i How Requast Catagory Change

Enter o domaln to learn its category!

First Previeus 1 2 3 MNext Lost

Propose o new category h""m
Roquest Dote  Status Actions

Mong

20-08-27  Rejocted Mo Action Taken

06:58PM

syl 2018-08-12 Updated Mo action Taken
OT:38PM

hearm Parkod Sites Sparts Parked Sitas 2008-08-12 Rejoctod Ho Action Takan

LR ATe

+  Enter the name of the domain. Dome shield will search whether the domain has been registered.

Pre-registered Domain
- If the domain is already classified, its current category is shown as follows:

Request Category Change x

Enter a domain to learn its category!

pongi.org

"pongi.org" is in the following category

" Arts & Society & Culture

Propose a new category

None

+ If you wish to suggest a new category, select it from the 'Propose a new category' drop-down and
click 'Submit'
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Request Category Change b 4

Enter a domain to learn its category!

pongi.org

"pongi.org” is in the following category
= Arrs & Society & Culture

Propose a new category

None

Sports

Travel

Travel

Misc

Real Estate

Technical Information
Political Issues
Religion

Gove rrsbent & Legal

Comodo will analyze the request. If successful, your site will be placed in the category within 48 hours.

New Domain

+  Domains that are not in our database are listed as 'Uncategorized".
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Request Category Change x

Enter a domain to learn its category!

‘ www.sinstbus.com

(mlnsthus.cnm" is uncategarizD

Propose a new category

MNone -

«  Propose a new category - Select the category to which you think the domain should belong. Click
'Submit',
Comodo staff will analyze the request and assign the domain to a category within 48 hours.

Whitelist/Blacklist a Domain

Whitelists and blacklists let you explicitly block or allow access to certain domains. This is useful if you want to create
exceptions for sites that are blocked or allowed by a category rule.

General points:

«  Whitelist - Access to the domain is allowed, even if it is blocked by a category rule.
+  Blacklist - Access to the domain is blocked, even if it is allowed by a category rule.
«  There are two places you can set black/whitelists in Dome Shield:

+  Use the 'Set as Black/Whitelist' action in this interface. These lists apply to ALL your policies.

«  Add a black/whitelist to a specific policy. These lists apply only to the networks/devices covered by
the policy.

+  Blacklists and whitelists over-rule category rules for a domain.
«  Whitelists over-rule blacklists.

«  Click the 'Actions' link in the row of the domain
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est Status Actions
ated Mo Action Taken «
otec Mo Action Taken =

oted Mo Action Taken *

Set as Blacklist
Set as Whitelist

Remove Request

+  Select the option from the drop-down
Set as Blacklist - The domain is added to a master blacklist for your account and blocked on ALL
your policies.
+  Set as Whitelist - The domain is added to a master whitelist for your account and allowed on ALL
your policies.
+  Remove Request - The request is withdrawn and deleted from the list. The domain is also
removed any list you may have put it on using the 'Set as blacklist' or 'Set as whitelist' links.

- Take no action - Do not whitelist or blacklist the domain. Do not remove the request. The domain
continues to be allowed or blocked according to its current category and your policy.

+ Request accepted - The domain's category changes to your requested category. The domain is allowed or
blocked based on this new category. It is removed from any list you may have put it on using the 'Set as
blacklist' or 'Set as whitelist' links.

« Request rejected - The domain remains in its current category and is allowed or blocked accordingly. It
remains on any list you may have put it on using the 'Set as blacklist' or 'Set as whitelist' links.

The following table has some examples of how blacklists and whitelists work together:

www.example.com Whitelisted in  Whitelisted using Blacklisted in  Blacklisted using  Outcome
device policy  'Set as whitelist'  device policy  'Set as blacklist'

link link
Case 1 % x v Blocked
Case 2 x x v x Blocked
Case 3 x x v v Blocked
Case 4 x v x x Allowed
Case 5 x v v x Allowed
Case 6 v x x x Allowed
Case 7 v x x v Allowed
Case 8 x v v v Allowed
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8 View Protection Details by Customer

Details about networks and roaming agents enrolled for an end-customer. This feature is only available for MSP

accounts.

+  Click 'Configure' > '"MSP Control' > 'Customer' to open the '‘Customer' area:

COMODO —

Dome Shield
oo

Customer

Column Header

COverview Reportin hoccount

£= Customer

~

# Setup Wizard = How-to «f Testimonials

# of # of Roaming # of Mobile # of # of Local
Customer Networks Devices Devices Sites Resolver
Private Post 2 10 5 1 1
ACME 2 15 10 0 0

Ammunitions

Customer - Table of Column Descriptions

Description

Customer

The organization enrolled as your Dome Shield client

# of Networks

The count of networks enrolled for the customer

# of Roaming Devices

The count of of out-of-network Windows / Mac devices enrolled for the customer.

# of Mobile Devices

The count of Android and iOS mobile devices enrolled for the customer

# of Sites

The count of networks (aka 'sites') which were automatically imported by installing the
local resolver on a customer network.

# of Local Resolver

The count of local resolver virtual appliances registered for the customer

You can only view the details and cannot edit or delete the entries.

9 Reports

Reports provide a detailed overview of web and security activity on your enrolled networks and endpoints.

«  Click 'Reporting' on the top navigation to open the reports area:
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COMODO —— —
H Overview] Reporting )Configure Account # Setup Wizard =2 How-to «} Testimonials
Dome Shield ) el '

Overall Web Browsing Trend Last 7 Days =~ ACME Ammunitions |

Overall Web Browsing

Trend Click and drag in the plot area to zoom in

1000
750

500

10. Mar 12. Mar 14. Mar

«  There are four types of reports, 'Web Activity', 'Security', 'Mobile Activity' and 'Site Activity' reports.
«  The charts in each report are larger, easier-to-manipulate-versions of those on the dashboard.
«  Click the links below to jump to the relevant section in the dashboard chapter.
Web Activity Reports
»  Overall Web Browsing Trend
- Roaming Agent Web Browsing Trend
«  Overall Security Trend
+  Top URL Categories
«  Top Target Domains
«  Top Blocked Domains
«  Top Blocked Domains From Agents
«  Top Blocked domains From Networks
Security Reports
+  Overall Advanced Threats
« Roaming Agent Advanced Threats
«  Most Blocked Mobile Threats
+  Sites - Most Blocked Threats
+  Overall Security Incidents
« Roaming Agent Security Incidents
Mobile Activity Reports
«  Top Target Domains of Mobile Users
+  Web Traffic of Mobile Users
+  Top Blocked Categories of Mobile Users
Sites Activity Reports

Comodo Dome Shield - Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 168



Creating Trust Online®

Comodo Dome Shield - AdmInGurd e COMODO

e =

+  Sites - Top Target Domains
- Sites - Overall Web Browsing Trend
- Sites - Top Blocked Domains

See 'The Dashboard' to find out more about these reports.

10 Read Testimonials

+  The 'Testimonials' page contains reviews, comments and feedback about Dome Shield, provided by our
customers.

+  Click 'Testimonials' at the top right
+  You will be taken to https://cdome.comodo.com/dns-internet-security.php

.a-\

ure  Account # Setup Wizard EHoy-to o Tegtimonials

able for paging ACME Ammugp#ions ~| 12Hours |~

Roaming Agent Web Browsing Trei ~Top Blocked Domains

+1 888-051-1531 | Contact | Login =

—

COMODO DOME

Social Telecoms CIC

FORE ™= -~
MACHINE COMPANY

Social Telecoms CIC Meshoppen Stone

using Dome Shield Inc. using Dome Fore Machine using
for Keeping Internet Shield to boost Dome Shield for NIST
Safe for Customers workplace Cybersecurity
e e productivity and Framework

wsing Dome Shield for making intermne!

a safer place for their customers by enhaﬂ cecu StGmEF Leamn how Fore Machine Company, an
applying a Default Internet Browsing . aerospace industry suppler of

Filter EXPEI’IEHI’.E‘ machine parts 1s using Dome Shield

for keeping web

borne attacks off

. = hiever Mechor SEan S
“We have managing security and IT Learn how Meshoppen Stone Inc is

+  You can peruse the views and experiences of our Dome Shield customers.
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11 View Account Details

+  The 'Account Info' page shows user information, total DNS requests for the month and licenses associated
with your account.

+  You can also upgrade your free licenses to a Platinum license. See Compare Dome Shield Packages in
Purchase a License for details on features covered by different license types.

+  Click '"Account' to open the account info page:

COMODO —
H Overview Reporting Configure Account # Setup Wizard EHow-to ) Testimonials admin@company.com @ Sign Out
Dome Shield TS A &

ACCOUNT INFO

User Info Total DNS Requests (March)
Username [ Email: 22 k

admin@company.com v

- 7.3%

User Type: Joining Date:

Enterprise 2018-05-21
Licenses

License Type Retrieval Date Expiration Date Status # of Endpoints Quantity
2017-02-24 2N7-02-24 Active NfA 5]

Upgrade to Dome Shield | prammum  for no DNS requests limit and for more features! BUY

Dome Shield Platinum-only Features:

+ Local DNS Resolver Virtual Appliances

+ Internal IP based Visibility & Control

+ Bypass Domains to Existing Internal DNS
+ Encrypt Network-wide DNS Traffic

+ Manage by Sites and DNS Egress Points

« Username / Email — Address that was used to sign-up for the account. System notifications are sent to this
address.

+  User Type - Kind of account - MSP or Enterprise
« Joining Date - Date you subscribed to Dome Shield
Total DNS Requests
«  Shows the number of requests received by Dome Shield from the enrolled devices for the current month.
«  The number of requests you can make depends on your license type:

+  Platinum license
+  Unlimited DNS requests
+ Gold license
»  DNS requests are capped at 300 K per month for the account. Account = requests from all your
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endpoints/networks.
«  The request limit is reset to 0 (zero) at the beginning of each month

+  DNS requests are mainly used up by first-time requests to external websites. Subsequent requests
for the same site are handled by the local cache until TTL expires.

+  Requests to the Dome Shield Portal are not included in the 300 K limit.
Licenses
+ License Type — Shield subscription type

+  Retrieval Date — Date of subscription. For Gold, this is the day you signed up. For Platinum, it is the day you
purchased the license.

+  Expiration Date - Subscription end date.
+  Status — Whether or not the license is active
«  #of Endpoints — Endpoint selection range for the license
+  Quantity — Number of endpoints subscribed
Enterprise/Gold license holders can upgrade to a Platinum license by clicking the 'Buy' button.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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